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Abstract

Wireless networking has enjoyed overwhelming success and Wi-Fi network
deployment continues to grow at an astounding rate. Unlike wired networks, the
wireless medium of Wi-Fi networks cannot typically be physically secured. On
traditional wired networks, authentication isimplicitly provided by physical access
when the network cableis plugged in and there are no layer two network parameters.
Wi-Fi networks do not have that luxury and for that reason, 802.11 specifications
include authentication and authorization standards, as well as an optional privacy
service caled Wired Equivaent Privacy (WEP). This can be an effective means of
securing awireless network, however it requires additional configuration parameters
to be entered on the Wi-Fi client. Configuration of wireless embedded devices with
limited or no input capability istime consuming, at best. Wi-Fi-Co is aprotocol and
suite of toolsto facilitate the configuration of layer two link level network parameters
on a host within aWi-Fi network. This document describes how a host on the
network can remotely configure asimple Wi-Fi enabled device with the proper link
level parameters, allowing the host to use traditional configuration protocols such as

DHCP to obtain IP level connectivity.
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Chapter 1

Introduction

1.1 What is Wi-Fi-Co

Wi-Fi-Cois aprotocol and suite of tools to facilitate the configuration of network
parameters on a host within a Wi-Fi network. The Wi-Fi Alliance was formed in
1999 to certify interoperability of wireless Local Area Network products based on the
IEEE 802.11 specification [1]. The Wi-Fi Alliance supports the term Wi-Fi, for
“Wireless Fidelity”, and defines[2] it to encompass all wireless networks based on
the |EEE 802.11 specification. In the remainder of this document, Wi-Fi will refer to
802.114a, 802.11b, and 802.119g based wireless networks. Wi-Fi-Co enables a
configuring host to send network parameters, such as encryption configuration,
network names, and other required parameters, to an un-configured host within a Wi-

Fi network in order to facilitate link layer connectivity.

1.2 Motivation

Traditional network configuration protocols, such as Dynamic Host Configuration
Protocol (DHCP), only configure Internet Protocol (IP) level parameters, and cannot
be utilized on awireless network until the host has layer two, link level connectivity.
Layer two connectivity in awireless 802.11 infrastructure network involves being

associated with a network Access Point (AP) [3]. Thisincludes configuration of the



network name (Service Set Identification or SSID) and encryption parameters (Wired
Equivaent Privacy or (WEP) keys), if encryption isenabled. In thetypical case of
configuring alaptop computer on a Wi-Fi network, a user must enter the network
name and WEP information by hand and then request IP network address parameters
viaDHCP. Wi-Fi-Co was created out of necessity while developing an embedded
wireless device. Configuring such a device, which has no display, keyboard, or other
human interface means, proves to be quite difficult. The usefulness of Wi-Fi-Co can
also be extended to devices that have limited input capabilities, such as a Personal
Digital Assistant like aPalm Pilot or iPag.

With the explosion of deployed wireless networks and the plummeting cost of
wireless chipsets, we are likely to see alarge increase in wireless embedded devices.
Desktop and Laptop workstations with Wi-Fi Network Interface Cards (NICs) have
become commonplace today. Embedded products such as 802.11b web cameras have
aready hit the market. Wireless embedded networked sensors are next — measuring
everything from temperature and moisture levels to poisonous gases and environment
pollutants [4]. These devices will not reach their full potential unless then can easily
and cost effectively be configured for the installed wireless networks.

The configuration difficulty arises because the target wireless host is not yet
associated with network — its layer-two connectivity is not yet established. For a Wi-
Fi host to begin communicating on a Wi-Fi network in a normal operational mode,

the host must associate with the Wi-Fi network by sending an association request



with thevalid SSID. In addition, if WEP is enabled, datagrams destined for the target

host will be encrypted with a key that is unknown to the target host.

1.3 Project Goals

This project aims to:
* Define a protocol that enables Wi-Fi embedded devices to be configured via
the existing network.
* Create a suite of toolsthat users and network administrators can use to
configure wireless devices on a Wi-Fi network.
« Show the validity of the implementation by presenting test results from the

configuration of various wireless hosts.

1.4 List of Accomplishments

The following was accomplished while implementing this system:
* A new protocol for configuring Wi-Fi hosts was designed.

* Configuring tools were created that run on multiple platforms.

1.5 Layout

This document is organized into the following sections:
» Background — Background information useful for understanding this and

related works.



« Architecture — An explanation of the protocol architecture and requirements
that are needed to configure a Wi-Fi host on awireless network.

* Implementation — A detailed description of the implementation of a software
system that follows the requirements in the architecture section.

* Results — Description of the test environments and test results from using the
implemented system.

* Conclusions and Future Work — Lessons learned and recommendations for

future research on this topic.



Chapter 2

Background

2.1 Vision

Thiswork describes an architecture and implementation that realizes the goal of
enabling an embedded Wi-Fi device to easily be configured within an existing Wi-Fi
network. Like their equivalent wired counterparts, wirelessly connected embedded
devices will soon be commonplace in networks. Unlike wired embedded devices,
wireless embedded devices are unable to immediately utilize existing higher-level
configuration protocols like DHCP to achieve IP connectivity. A wired embedded
device simply hasto be plugged into an active Ethernet port and it implicitly has Link
Layer connectivity. A Wi-Fi station has a much more complicated physical layer,
that must be established, and must perform several steps that generaly require the
station to know several parametersfirst.

Many current embedded wireless devices such as Wi-Fi web cameras have a
Universal Seria Bus (USB) or wired Ethernet interface to facilitate the initial wireless

configuration. This solution adds cost and complexity and is not viable for



inexpensive embedded devices. Other embedded devices, such as PDAS, have
clumsy input capabilities that make entering network configuration time consuming
and tedious.

Thiswork defines and implements a simple, easy to use solution for this

problem.

2.2 Embedded Wi-Fi Market Segment

2.2.1 Wireless Networ k Deployment

The phenomenal growth in the Wi-Fi industry is nothing short of amazing. Wireless
networking technology has existed for decades; however, with the standardization of
802.11b by IEEE in 1999 the wireless market has exploded. Laptop computers are
obviously awonderful fit with wireless networking and nearly all vendors are now
offering abuilt-in Wi-Fi option. However, Wi-Fi is not limited just to laptop
computers — many consumers find running wires for their home desktop workstations
too messy and time consuming and prefer to simply purchase any one of the dozens
of inexpensive Wi-Fi Nework Interface Cards (NICs) designed for the PC. Wi-Fi has
also solved another problem — it can provide standardized network infrastructure
where it was not previously possible, such as buildings deemed historical or that are
too costly to run traditional wired solutions. In addition, nearly all PDASs support a

Wi-Fi card and recent PDA’s have Wi-Fi built-in.



Wi-Fi deployment has, in part, been fueled by the rapid growth of broadband
Internet services. In the United States alone, an estimated 28 million households had
abroadband Internet connection in 2002 [5]. Furthermore, In-Stat/MDR reports that
at the end of 2001, 38 percent of those broadband home networks boasted Wi-Fi
equipment [6]. A 2001 Campus Computing Survey found that of 600 public and
private colleges and universities in the United States, 51 percent have wireless
networks, an increase from 30 percent the year before [7].

The latest Wi-Fi buzzword is“hot spots’. Hot spots are Wi-Fi enabled areas
in convenient public places. Hot spots are springing up in cafes, bookstores, hotels
and airports in nearly every major city. Hot spots originally started showing up in
various small areas like coffee shops and were primarily created by atech savvy
owner or employee for personal use. Hot spots are now becoming big business.
Some are available to the public for free while others are subscription or pay-as-you-
go based Internet access. In 2002 hot spots grew from under 2,000 locations to over
12,000 locations and continued rapid growth is expected for 2003 and 2004,
according to In-Stat/MDR [§].

In December of 2002, Intel, AT&T and IBM created a new company called
Cometain ajoint venture that is designed to sell more Intel chips, IBM consulting,
and AT&T network services. Cometa plans to create hot spots and sell these services
to telecommunications companies, Internet Service providers (1SPs), cable operators
and wireless carriers, who can then offer their customers wireless Internet access.

Cometais hoping to create 20,000 hot spots by the end of 2003 [9].



Telecommunication leaders Verizon and Nextel are aso very interested in Wi-
Fi. While other communication companies are striving to create hot spots, Verizon
and Nextel are targeting their existing corporate and small business customers [10,11].
These moves come after competitor T-Mobile teamed up with Starbucks to offer Wi-
Fi servicesto T-Mobile customers nationwide in any one of the popular nationwide
coffee shops.

Wi-Fi “hot spots” could also save a slowly dying fixture — pay phones. With
the saturation of cellular phones, pay phones are becoming more and more obsol ete.
Many phone companies are considering the idea of retrofitting existing pay phones
with DSL and Wi-Fi public access points. Pay phones areideal for instant Wi-Fi
access points because of their existing infrastructure (power, right-of-way, cabling)

and their typical high traffic locations like restaurants and airports[12].

2.2.2 Wi-Fi Chipset Projectionsand Price Declines

Even in the declining economy of 2001, Wi-Fi managed to thrive. In 2001 aone, In-
Stat/M DR reports eight million Wi-Fi chipsets were sold worldwide [13]. In
addition, In-Stat/MDR estimates annual sales of Wi-Fi chipsets to exceed 70 million
unitsin 2006, which might be a conservative number with recent announcements
from industry giants Intel, AMD, IBM, AT&T, and BroadCom.

In September of 2002, Intel announced its Banias line of chips for mobile
computing [14]. The Banias chips come standard with a built-in Wi-Fi function and
areto beinstalled in more than 20 million laptop computers shipped in 2003. Intel

forecasts that some 60 million computers worldwide will contain Banias chips and its



Wi-Fi feature by the end of 2004. In October of 2002, Intel continued its Wi-Fi quest
by announcing investments of $150 Million in companies devel oping high-speed
wireless networking technology [15].

One of the greatest battles in the computer industry has been between
hardware leaders Intel and AMD to continually bring the most powerful PC chip to
the market each quarter. Thislegendary war kept the label “fastest pc processor”
bouncing between the two every few months. AMD recently announced that it would
no longer strive to compete with Intel on thisissue and would instead focus its efforts
on "customer-centric" technology and new 64-hbit architectures[16]. Now it seems
there is a new battle raging between the rivals with AMD announcing in a November
2002 press release its entry into the wireless market. AMD has developed itsfirst
Wi-Fi chipset (Alchemy Am1772) and plans to integrate the two-chip solution into its
MIPS technology-based AMD Alchemy Solutions SOC processors [17]. AMD may
beat Intel’s Banias line to the market and has future plans for many other Wi-Fi
products.

All of these factors are driving down the price of Wi-Fi chipset even faster
than theinitially optimistic estimates. Wi-Fi Access Points that cost $1,000 in 2000
were available for $95 in late 2002. Wi-Fi PC NICswere available for aslittle $35in

late 2002 as well.



2.2.3 Embedded Systems

The microcontroller industry has enjoyed strong growth from when it was first
introduced in 1980 [18]. Microcontrollers (MCUs) are virtualy everywhere these
days. Thereislikely more then acouple MCUsinyour TV, DVD player, remote
control, alarm clock, camera, and as many as five dozen in newer cars. MCUs
contain an entire computer's primary functions on asingle chip and 8-bit MCUs can
be as cheap as $0.60 per unit. Total worldwide revenues of MCUs were nearly $11
billionin 2001 [19]. In-stat/MDR expects the MCU market to grow for at |east
another 5 years and estimates that some 5 billion units were shipped in 2001 [20].
Microcontrollers continue to be in such demand for many reasons; they are small,
cheap, versatile, and powerful. They are easy to program and decrease time-to-
market for the end-products they are integrated into.

The next big wave in Wi-Fi deployments isto move beyond traditional
computers and support the over 5 billion embedded computers based on MCUs sold
each year. Wi-Fi combined with inexpensive microcontrollers open up a whole new

world of possibilities.

2.3 Supporting Technologies

In 1980, the Computer Society of the IEEE started Project 802, a project dedicated to

creating standards to enabl e intercommunication between equipment from a variety of

10



manufacturers. The 802 Project is very modular approach and attempts to specify
functions of the physical layer, the datalink layer, and the network layer to support
interconnectivity of major Local Area Networks. The 802 Project attempts to follow
the Open Systems Interconnection (OSI) model [21] closely and has divided the OSI
datalink layer in two sublayers: the logical link control (LLC) and the Media Access

Control (MAC).

802.1 Management and Internetworking Network
802.2 Logical link control (LLC)
802.3
CSMA/CD 802.11 Data Link
802.3 802.11 MAC
MAC
802.11 802.11 802.11a | | 802.11b )
802.3 FHSS DSSS OFDM | | HR/DSSS Physical
PHY PHY PHY PHY PHY
802 Family OSI Model

Figure 2.1 802 Family and OSI relation
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2.3.1802.11

In 1990 the Institute of Electrical and Electronics Engineers (IEEE) started working
on an industry standard for wireless communication and in 1997 formed the 802.11
Working Group. Thefirst standard, created in 1997, worked in the 2.4 GHz band and
had speeds up to 2 Mbps but few real commercial products. In November 1999 IEEE
ratified two new standards, 802.11a and 802.11b. 802.11b fueled the big Wi-Fi
explosion and has speeds up to 11 Mbps operating in the 2.4 GHz frequency band.
Since then, terms like Wireless LAN and Wi-Fi have become nearly commonplace.

802.11 isamember of the IEEE 802 family that specifieslocal area network
(LAN) technologies. 802.11 focuses on the lower two layers of the OSI model, the
datalink and physical layer.

802.11 defines two mediafor communication — Infrared (IR) light and radio
waves. Portable PCs have used IR communication between laptops and printers and
other peripherals for years; however IR never really took off dueto its many
limitations, particularly its requirement of line-of-site. Nearly al 802.11 products on
the market use the radio wave physical layer. The Federal Communications
Commission (FCC) rigorously controls the radio spectrum and has designated three
bands for Industrial, Scientific, and Medical (1SM) use. 802.11a operatesin the C-
Band ISM (5.725 - 5.875 GHz) and 802.11b operatesin the S-Band ISM (2.4 -2.5

GHz) [22]. 802.11 chose this range because the ISM bands are generally license-free

12



at low power so people who chose to setup a Wi-Fi network need not apply to the
FCC.

802.11 isvery similar to Ethernet which is aderivative of IEEE 802.3 —in fact
the 48-bit physical Media Access Control (MAC) addresses for 802.11b NICs are

assigned from the same pool.

2.3.1.1 802.11 Networ ks Configurations

The simplest 802.11 networks consist of a group of stations that communicate with
each other by creating a basic service set (BSS). There are two possible
configurations of the BSS, Independent (IBSS) and infrastructure (known simply as
BSS). In an IBSS each station communicates directly with other Wi-Fi stationsin the
BSS. This of course means that each station must be within range of each other
station. An IBBS network is sometimes referred to as Ad-Hoc and no additional
equipment, other then the client NICs are needed. The smallest wireless network
involvestwo Wi-Fi stationsin IBBS mode. An IBBS network istypically created for
temporary communication between afew stations. The more common and reliable
configuration is called infrastructure. 1n this mode, each BSS has an Access Point
(AP) and all communication is relayed through the AP. This can increase the
coverage area since each station only needs to be within range of the AP. Access
Points also provide the ability to buffer frames, which allows a mobile station that

typically runs off battery power, to enter power save modes. In an infrastructure
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network, client stations must first associate with an access point to communicate on
the network.

BSS and IBBS are certainly useful networks, however these independent
modes only facilitate communication between the Wi-Fi stations. The most useful
type of 802.11 configurationsis the Extended Service Set (ESS) that is created by
linking BSSs together with a backbone network. The backbone network is referred to
asthe distribution system medium and istypically wired Ethernet. Most Wi-Fi
Access Points operate as bridges to the wired Ethernet LAN. In this mode, each Wi-
Fi station looks like anormal Ethernet station to the rest of the nodes on the wired
Ethernet LAN. The AP isresponsible for bridging traffic to and from the Wired LAN
to thewireless BSS. It isimportant to note that 802.11 specifies that the Distribution
System can be any network capable of 802.2 Logical Link Control encapsulation.
Nearly al Wi-Fi networks use Ethernet as the Distribution system medium, however,
an interesting fact is that 802.11 itself can be used as the Distribution System. In that
configuration, the Access Points themsel ves form the backbone network. This
configuration is uncommon and expensive because the APs require two Wi-Fi NICs
and one of those typically has a higher power RF transceiver - but is becoming more
common with dynamic mesh based networks, which have scalability and robustness
advantages.

When several Access Points form an ESS, access points must inform other
access points of associated stations. Thisistypically accomplished using inter-access

point protocol (IAPP) over the backbone network. Currently, the IAPP protocol is
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largely proprietary but the IEEE 802.11 working group has made |APP
standardization a priority and specia Task Group F is responsible for delivering this

|APP standard.

2.3.1.2 802.11 Network services

802.11 defines nine services. Three of these services provide mechanisms used for
moving data and the remaining six provide management operations.

Distribution

The distribution service is used in frame delivery to determine destination address in
infrastructure networks. Any communication that is to or from a Wi-Fi station uses
thisservice, even if it’s from one Wi-Fi station to another Wi-Fi station in the same
BSS.

Integration

The integration service provides a mechanism for frame delivery to an IEEE 802
LAN outside of the Wi-Fi network. 802.11 only specifies the services it must offer
because its implementation is specific to the distribution service.

Association

Association is required before any Wi-Fi station can communicate on the network.
The association service allows the distribution system to determine which Access

Point is responsible for each Wi-Fi station
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Reassociation

The reassociation service is charged with the responsibility of managing mobile Wi-
Fi “handoffs’ between Access Points. Reassociation isinitiated by the Wi-Fi stations
when signal levelsindicate a switch to adifferent Access Point in the ESS would be
beneficial. After reassociation, the distribution service updates its location records to
reflect the availability of a Wi-Fi station.

Disassociation

The disassociation service is used to terminate an existing association. Disassociation
is supposed to beinitiated by the Wi-Fi station, but is not always done as it should.
Therefore Access Point firmware normally accommodates stations that |eave the
network without disassociating.

Authentication

The authentication service establishes identity prior to association. In practice,
however, most Wi-Fi implementation use “open-system” authentication. “Open-
system” authentication essentially allows any station to authenticate. Although not
specified in 802.11, many vendors have improved slightly over the open-system
authentication by not broadcasting the SSID, or network name, needed to authenticate
with aWi-Fi network. This has been labeled “closed-system.” Closed system, by its
self, isnot very affective and many attacks have been created to learn the SSID [32].
The 802.11 Working Group is currently working on standardization to incorporate

|IEEE’ s 802.1x authentication (see section 2.3.1.4).
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Deauthentication

The deauthentication service terminates an authenticated relationship. Similarly to
disassociation, deauthentication is a“polite” jester by Wi-Fi stations leaving a Wi-Fi
network

Privacy

With awired network such as Ethernet, an attacker generally has to have physical
access to the computing resources. Unfortunately, Wi-Fi typically “leaks’ into the
surrounding areas, often outside the physical boundaries of a building, for example.
802.11 attempted to address this issue with an optional privacy service called Wired
Equivalent Privacy (WEP). Many people confuse the acronym with “Wireless
Encryption Protocol” because WEP uses a shared key encryption algorithm. (WEPis
described further in the next section).

MSDU delivery

The MAC Service Data Unit delivery serviceis provided by the Wi-Fi stationsand is

responsible for delivering the data to the actual endpoint.

2.3.1.3802.11 WEP

In any communications network, security is aways a concern, but when the word
“wireless’ is added security is sure to be scrutinized. In order to access wired

Ethernet networks you have to have physical access' to the medium (Ethernet wires),

! At least with today’s known technology. The NSA recently declassified a project known as
TEMPEST with the goal of circumventing this pesky problem [4 3].
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which normally implies that you have to be in the building the network occupies, or
even a specific room. Once you are “plugged in” you can do just about anything
from sniffing traffic to hijacking the entire network. With wireless networksit is
often impossible to have physical control of the medium (free-space). Short of
encasing your building in metal mesh it cannot be guaranteed that “leakage” will not
occur. Wired Equivaent Privacy (WEP) tries to address these issues.

WEP is a symmetric secret-key stream cipher that utilizes RC4, a Pseudo-
Random Number Generator designed by RSA Data Security, Inc [23]. Wi-Fi
networks utilizing WEP are far more secure then those that do not, however, it has
been proven that breaking WEP is within the limits of any modern laptop.

In early 2001, the Internet Security, Applications, Authentication and
Cryptography (ISAAC) group at the University of California, Berkeley published an
initial report on their analysis of WEP that pointed out numerous implementation
problems[24]. In August 2001 a paper entitled “Weaknesses in the Key Scheduling
Algorithm of RC4” was published [25] proving a weakness that could be exploited in
the Key Scheduling Algorithm for RC4 and a method for breaking WEP was
outlined. Shortly after the paper was published several implementations were created
that “crack” Wi-Fi WEP keys. With the best-known attacks currently, WEP can be
broken after collecting an average of 5,000,000 encrypted packets on a Wi-Fi

network®. RC4 isused in avariety of software applications, most notably secure Web

2 Once a sufficient amount of network traffic is collected the actual time required for the algorithm to
crack the key ison the order of seconds. This has caused some to erroneously cite that WEP can be
broken in seconds.

18



pages and data viathe SSL/TLS protocol. RSA security emphasizes that the WEP
attack is aweakness in the implementation and not a weakness in RC4 itself and
proposed a solution based on Fast Packet Keying that is under consideration by the
802.11 Working Group [26].

When debating whether or not WEP doesiits job, itsimportant to know the
correct acronym, because despite the ability to “crack” WEP, many argue that it does
accomplish its goal of providing similar security inherent in wired Ethernet. Just as
physical security keeps the genera attacker off the network, WEP keeps the general
attacker off of the Wi-Fi network.

The 802.11b specification alows for four WEP keys to be used at atime.
Each packet that has been processed by WEP will have the WEP flag set in the
802.11 header and a modified data payload that contains afour-octet 1V field, a
variable length Data field, and afour-octet ICV field. ThelV field contains athree-
octet Initialization Vector that is concatenated with the WEP key during the RC4
cipher process. The idea behind the IV isto expand the useful lifetime of the WEP
keys and istypicaly implemented as a counter in firmware that changes on each
transmission®. The last octet of the |V field is used to select one of the four WEP
keysto use. The use of four WEP keys was again intended to extend the useful
lifetime of the WEP keys. The specification allows for each transition to rotate

through the four WEP keys, but in practice only one WEP key isnormally used. The

3 Unfortunately a very small percentage of the 16,777,216 possible |Vs have cryptographic properties
that can be exploited as aresult of WEP implementation in 802.11. These so-called wesk |Vs are what
led to theinitial cracking of WEP as mentioned above.
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final field isan Integrity Check Value (ICV) derived by calculating the checksum

before encryption.
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Figure 2.2 WEP data payload Source: IEEE 802.11 Section 8.2.5

Standard WEP key lengths are 40 bits (originally for export outside the United
States) and 104 bits. Since the WEP key is concatenated with 24 bits from the
Initialization Vector many vendors refer to 40 and 104 bit WEP keys as 64 and 128
bit keys. Some vendors allow the WEP keysto be derived from an ASCII password,
which typically leads to less interoperability because some vendors take the hex value
of the ASCII and some use a hash function to produce the hex key. If the ASCII
values are used, the string lengths are five and thirteen for 40/64 bit and 104/128 bit
encryption, respectfully. The 104/128 bit key was assumed to be secure but the
specification allows for key lengths to be increased by the vendors. Unfortunately its
been shown that due to the weaknessin the IV's, increasing the key length only

linearly increases the time required to recover the key [25].
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2.3.1.4 802.11i and 802.1x

On May 30, 2001, the IEEE 802.11 Working Group created the special Task Group |
formed to address the growing concerns of 802.11 security [28]. 802.11i is currently
awork in progress and the various proposals are still being debated. It isclear that
802.11i will make use of Fast Packet Keying [29] and will use 802.1x to authenticate
the stations and distribute the keys. 802.1x, “ Port-Based Network Access Control,”
[27] was ratified by IEEE in October of 2001 and is an authentication framework
based on the Internet Engineering Task Force's RFC2284 [30], “Extensible
Authentication Protocol” (EAP). EAP is essentially an encapsulation that was

designed to run over any link layer and use any number of authentication methods.

FAPOL RADIUS

- /o (PAE)

Supplicant Authenticator Authentication
server
Enterprise edge/ Enterprise core/

ISP access ISP backbone

Figure 2.3 802.1x architecture  Source: Gast, 802.11 Wireless Networks[3]

The 802.1x architecture has three components. The supplicant is the end user
machine, the authenticator controls network access, and the authentication server
processes the authentication request. The authentication server istypicaly a

RADIUS server.
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802.1x will bring many enhancements to the security of 802.11. Using 802.1x
to distribute WEP keys regularly to implement the Fast Packet Keying solution will
eliminate the known weak IV exploit. Moreover 802.1x allows for mutual
authentication. The current 802.11 standards do not have any methods for a client

Wi-Fi station to authenticate the A ccess Point, creating arogue AP threat.

2.3.2802.2 Link Layer Control

The IEEE 802 Project divided the OSI data layer into two sublayers. The lower layer,
Media Access Control (MAC), deals with the problem of coordinating the accessto
the physical medium for the various 802 network technologies. The upper layer is
called the Link Layer Control (LLC) layer. The LLC abstracts the details of the
underlying MAC protocols and is common to all LAN protocols. The LLC aso
provides a means for exchanging frames between LANSs that use different MAC

protocols [31].

2.3.3802.3 CSMA/CD

In 1972 researchers at Xerox Palo Alto Research Center (PARC) developed the first
working example of Ethernet —which came to be easily the most successful Local
Area Networking technology. 1n 1985, the |IEEE 802.3 Working Group released the

first version of 802.3 “Carrier Sense, Multiple Access with Collision Detect
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(CSMA/CD)” standard. Modern day Ethernet is based on the 802.3 standard and is
often erroneously called 802.3.
Ethernet is used in nearly all modern LANs and is typically the backbone

network and a part of the distribution system for a Wi-Fi bridged network.

2.3.4 802.11 Details

2.3.4.1 Access Point Operation in Infrastructure mode

Wi-Fi network Access Points perform avariety of functions that facilitate
communications on a Wi-Fi network. The most important of these functionsisthe
bridging of the network traffic. Thiswireless-to-wired bridging function involves

taking frames from one physical layer to another — typically Ethernet to 802.11.

DsT SRC Frame
MAC MAC Type s e
1 1 1 1
GBwes | GBwes | 2 | 46 - 1500 Bytes 1 4 Bytes
1 1 1 1
1 1 1 1

Figure 2.3 Ethernet || Encapsulation Source: Cisco [33]

Ethernet 11 isthe most common of the four types of Ethernet encapsulations
[33]. Figure 2.3 shows the frame format of an Ethernet Il frame. The source and
destination MAC addresses are the unique 48-bit machine addresses of the source and

destination NICs. The Frame Typeis atwo-byte field that can be any value greater
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then OxO5FF but is typically 0x0800 or 0x0806 denoting Internet Protocol (IP) or
Address Resolution Protocol (ARP), respectfully [44]. Thefinal fieldisa CRC
integrity check.

802.11 utilizes 802.2 logical-link control (LLC) encapsulation to carry higher-
level protocols. Two different methods can be used to encapsulate LLC data for

transmission, 802.1h [34] and the more common RFC 1042 [35].

Oclulic 2 2 [} & L 2 4 a-2312 4
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Figure 2.5 802.11 Frame Format Source: 802.11 Specification.

The 802.11 Data Frame format is shown in figure 2.5. The 30-octet MAC
header includes four address fields and three control fields. The Frame Control field
isabitmapped field that conveys control information such as protocol version, type
(Management, Control, or Data), power management, fragmentation, and WEP flags.
The duration field has several uses and is primarily related to the physical timeit
takes to transmit the frame. The Sequence Control frameis used for both
defragmentation and discarding duplicate frames.

This document is primarily concerned with the frames that are of type DATA
and particularly interested in the four address fields in the 802.11 MAC header. Each

of these address fields carry a 48-bit MAC addresses and have various uses
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depending on the source/destination of the frame and the mode in which the Access
Point is operating. Address 1 typically indicates the 48-bit MAC address for the next
hop receiver of the frame. Address 2 typically indicates the transmitter address.
Address 3 typically holds the original source address or the final destination address.

Address 4 isonly used in Wireless Distribution System bridged mode.

Table 2.1 Use of the addressfieldsin the 802.11 M AC header.

Function Address 1 |Address 2 |Address 3 |Address 4
WDS RA TA DA SA
Independent BSS DA SA BSSID not used
To AP (infrastructure) |BSSID SA DA not used
From AP (infrastructure) | DA BSSID SA not used

Table 3.1 summarizes the use of the four address fields in the MAC header of
802.11 data frames. In infrastructure mode, when a Wi-Fi station sends a frame,
Address 1 will contain the BSSID of the AP in which the Wi-Fi station is associated
with. Address 2 and address 3 will contain the source and destination MAC
addresses, respectfully. When aWi-Fi station receives aframe from the AP, address
1 will contain the destination MAC address for the station and address 3 will contain
the original source MAC address. Address 2 contains the BSSID. The Access Point
firmware is responsible for repackaging frames from the wired Ethernet interface to

the Wi-Fi interface and from the Wi-Fi interface to the wired Ethernet interface.
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When WEP is enabled, the WEP flag in the 802.11 MAC is set and the data portion
of the frame is encrypted, however, the 802.11 MAC headers are transmitted

unencrypted.

2.3.4.2 Wi-Fi Broadcast Traffic

Wi-Fi broadcast traffic is similar to broadcast traffic on any shared network.
However, there are some differences between normal Wi-Fi traffic and broadcast
traffic. One major differenceisthat broadcast traffic is not possitiviay
acknowledged like all other non-broadcast Wi-Fi frames.

When an Access Point receives a broadcast packet from the wired Ethernet
distribution network, the Access Point will copy the source and destination MAC
address from the Ethernet headers. The 6-octet broadcast destination address will be
copied into the Address 1 field of the 802.11 MAC header. The address 2 field will
hold the MAC address of the Access Points wireless NIC. Address 3 will befiled in
from the source address of the Ethernet header. If WEP is enabled, the WEP
algorithm processes the data portion, the WEP flag in the MAC is set, and the
encrypted datais copied to the datafield in the Wi-Fi frame. Unlike many wired
Ethernet networks that are configured with switches and hubs that relay the broadcast
packet, the Wi-Fi broadcast frameisliterally broadcast and received by all the Wi-Fi

stations.
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Chapter 3

Architecture

3.1 Overview

In order for aWi-Fi station to start normal communication the station must join the
network. Thistypically involves three stepsin the infrastructure (BSS or ESS)
configurations. First the Wi-Fi station must probe for existing networks. Second the
station must authenticate with a specific Access Point in the ESS. Finadly, the station
must associate with that Access Point. In the least secure modes defined by the Wi-Fi
specification, it’s possible for the Wi-Fi station to do al three steps automatically.
Thiswould imply an “Open Wi-Fi network with no WEP enabled.” In this network
configuration, the Access Points will reply to all probe packets as well as broadcast
its SSID (network name) in the beacon packets that are constantly sent. Thiswireless
network configuration is very insecure and is sure to attract unwanted hackers from
possibly many blocks away. For that reason, vendors have created some helpful
firmware options in the APs they manufacture.

One of the most commonly implemented security featuresis not to broadcast

the SSID. Thisisan added vendor security feature and involves removing the SSID
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from beacon packets as well as not replying to probe request that do not specify the
AP sSSID. Thismethod is sometimes referred to as “ closed-system” or “non-
broadcast SSID.” Since this option is very easy to enable and generally does not
affect the system, most vendors are beginning to enable this option by default. This
implies that a Wi-Fi station now must know, in advance, the SSI D%,

The other common way to boost up security on the Wi-Fi network isto enable
WEP (see section 2.3.1.3). Again, the Wi-Fi station must also know either the WEP
keys, or in the case of 802.1x, the certificate or other authentication credentials, in
advance. Whilethisisonly mildly annoying for the user to enter on alaptop, it can
be impossible on an embedded system with none or very limited input capabilities. In
addition, since its been shows that WEP is breakable, it is a good ideato change the
WEP keys on aregular basis, making it even more of a hassle for an embedded
device.

The following architecture defines a protocol that enables a configuring client
to program a Wi-Fi embedded station with the necessary information to join a Wi-Fi
network. The configuring host can be on the Wi-Fi portion of the network or the

backbone Ethernet network.

* There are known attacks that can “jam” Wi-Fi stations, forcing them to disassociate and reassociate,
thus exposing the SSID [32]
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3.2 Requirements

3.2.1 Configuring Host Requirements

The configuring host is the station responsible for sending out the configuration
information via broadcast packets. The configuring host can be a computer in the
Basic Service Set portion of the Wi-Fi network or a computer on the wired portion of
the Ethernet that forms the backbone network for the ESS. The configuring host must
be capable of sending broadcast packets that would reach the target Wi-Fi station if it

were associated with the network.

3.2.2 Target Host Requirements

The target host isthe Wi-Fi station that is being programmed with the proper Wi-Fi
parameters to join the Wi-Fi network. The target host must be able to monitor the
Wi-Fi channels and listen for broadcast packets. The target host needs to be able to
sniff network traffic in promiscuous mode. The configuring code can execute within
the Wi-Fi device driver or in a user-space program.

The target must be able to reassembl e the fragmented packets, verify the

integrity check, and set the Wi-Fi parameters of the interface card.

3.3 Architecture

3.3.1 General Overview

The following figure depicts the typical network topology for a Wi-Fi infrastructure

network defining an Extended Service Set (ESS). Thereis abackbone Ethernet
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network, a gateway to the Internet, and three Access Points that create the Extended

Service Set.

Extended Service Set

=

Laptop computer
BSS 1

Computer

-
-

Desktop PC

-

Laptop

Ethernet

Figure 3.1 Typical Wi-Fi Extended Service Set network topology.
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3.3.2 Wi-Fi-Co Configuration

Wi-Fi-Co
Configuration

Wi-Fi-Co Configurator
Wi-Fi-Co Host

802.11 Wi-Fi u

Wired Ethernet % ‘
AP ‘ B

o0 Im QQ

PDA or Embedded Device

Figure 3.2 Wi-Fi-Co configuration system view

Wi-Fi-Co link level network configuration consists of two main systems —the
configurator and the target. The configurator isthe host that is responsible for
creating and sending the broadcast packets that will configure the target. Thetarget is
the Wi-Fi host that is being sent the various network parameters. The configurator
must be a station within the Extended Service Set (ESS) of the Wi-Fi network.
Therefore, the configurator could be a computer on the wired portion of the bridged
Ethernet network or aWi-Fi station that is associated with an Access Point in the
ESS. Thetarget must be capable of capturing 802.11 frames in promiscuous mode
and further must be within range of at |east one AP with in the ESS of the
configurator. The configurator sends the target host configurator information via

broadcast packets.
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3.3.4 Wi-Fi-Co Packet For mat

Header SSID WEP KEY(s)

Default
Key

Integrity
Check

MAC Source Address [ [ | |see| D | D

Const. Identifer Data

MAC Destination Address | ff | ff | ff | ff | ff | ff

Broadcast

Figure 3.3 General Wi-Fi-Co Packet For mat

The 6-octet source address field will contain fragmented packets that will contain

the following fields:

« SSID
 WEPKkey[d]
o Default key

* Integrity check

Feedback information (optional)

Each fragmented packet will aso have the following fields:

* Identifier

*  Sequence Number
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Description of fields:

SSD

The Service Set Identifier is the network name of the network the Wi-Fi station will
bejoining. Itistypically an ASCII word and has alength between 0 to 32 bytes.
WEP Key[ ]

The WEP keys are the shared secret keys used in the encryption process of the Wired
Equivalent Privacy protocol. The WEP keys can be any length but are typically 40 or
104 bits. The WEP specification allows up to four keys to be used.

Default WEP key identifier

The default WEP key identifier is a number between one and four that specifies
which key the Wi-Fi station should use when sending out WEP data.

Integrity check

The integrity check is necessary to identify errorsin the transmission of the frames.
Identifier

Theidentifier is abit sequence that the target Wi-Fi station can use to identify Wi-Fi-
Co configuration frames from normal broadcast traffic. Thefirst three bytes of the
MAC address typically identify the manufacture of the NIC. Theidentifier could be a

block that has be designated PRIVATE (reserved) [36].
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Sequence number

The sequence number is used to identify the particular fragment of the configuration
packet.

Feedback field

The optional feedback field is used to notify the configurator that the target has been
successfully configured. The field may contain an IP and port to which the target
could connect to notify the configurator. Since the configurator is sending datain the
source MAC addressfield, the target has no knowledge of the address (physical or IP
level) of the configurator. The configurator can then stop sending configuration

packets and notify the user that the operation was successful.

3.3.5Wi-Fi-Co Privacy Protection

Since Wi-Fi-Co sends network parameters related to the security of the network,
specificaly the WEP keys, any implementation should address the threat of exposing
the WEP keys. Since the configurator is broadcasting configuration information in
link layer headers (which are plaintext) there is areasonably high threat that an
attacker within range of the ESS could be capturing the configuration packets. It
would then betrivial to extract the WEP keys. One possible solution is a shared
secret between the two — possibly a serial number from the embedded device. Itis
important to realize that input to the configurator is many times easier then input to

the embedded target device.
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Chapter 4

Implementation
4.1 Overview

A Wi-Fi-Co implementation consists of two main parts: the Configurator software
and the Target software. The configurator software is responsible for sending the
target the necessary parameters that alow the target to gain link level connectivity to
the Wi-Fi network. Thetarget isawireless host on the Extended BSS network and is
typically an embedded device. The configurator can be any host that is connected to
the Extended BSS network.

The configurator determines the Wi-Fi network parameters, creates the Wi-Fi-Co
configuration packet, and continuously broadcasts that packet. The configurator can
determine the Wi-Fi parameters via user input or configuration files. If the
configurator is located on the wireless portion of the network the software can
discover the parameters by probing its own configuration. The Configurator can
optionally wait for feedback from the Target, once the Target gains IP level network

access.
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4.2 Wi-Fi-Co Packet format

HEADER (4) DATA (varible Length) CRC-32 (4)

Figure 4.1 Wi-Fi-Co Packet For mat

The Wi-Fi-Co packet consists of afour octet header, a variable length data portion,
and afour octet CRC-32. The Wi-Fi-Co packet is converted to Network Byte Order

before transmission. The sections are described in detail below.

4.2.1 Wi-Fi-Co Header

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

De%”_';)Key SSID LEN (0 - 32) FB | WEP KEY LEN (8 [40/64] or 13 [104/128])

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

RESERVED(0) Version (0) E | Mode/iBSS Chan (0 - 14)

Figure 4.2 Wi-Fi-Co Header For mat

The Wi-Fi-Co header consists of severa fields:

WEP KEY LEN

This field contains the number of characters (ASCII or hex) in each of the WEP keys.
Currently the standard WEP key lengths are 40/64 bit and 104/128 bit keys which

correspond to eight and thirteen character lengths, respectfully.

36



FB

The Feedback Field isa 1 bit flag that specifies whether or not the target should
attempt to contact the configurator after joining the network. In thisimplementation,
if thisflag is set, the length of the DATA field grows by 6 octets.

SSID Length

Thisfield can have avalue from O (specifies the special “any” ssid) to 32 and
specifies the length of the SSID in octets.

Default key

This 2 bit field specifies which of the 4 WEP keysisthe 802.11 default WEP key.
M ode/iBSS channel

Thisfield containsa 0 if the target BSS is infrastructure or avalue from 1 to 14 that
specifies the channel of the Independent BSS (Ad-Hoc mode).

Encryption

Thisflags specifiesif the DATA portion of the packet is privacy protected (see

section 2.4.5).

Version

This field specifies the Wi-Fi-Co version the configurator isusing and is O in this
initial implementation.

Reserved

Thisfield isreserved for future use and should be set to zero.
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4.2.2 \Wi-Fi-Co Data For mat

FEEDBACK

SSID KEYO KEY1 KEY2 KEY3 ADDR

Figure 4.3 Wi-Fi-Co Data For mat

The DATA field consists of the SSID, the four WEP keys and optional feedback
address.

SSID

The SSID is the name of Wi-Fi BSS that the target should join. The length of the
field is defined in the header and the value is not null terminated. The rangeisO
(indicating the special case “any”) to 32.

KEYO-KEY3

Thisfield contains the Wi-Fi-Co WEP keys. The length of each field is defined in the
header and the values are in hex.

Feedback Addr

This optional field contains the Ipv4 address and port that the target should attempt to

connect to after gaining network access. The length of thisfield is six octets.

4.2.3 Wi-Fi-Co Integrity check

Wi-Fi-Co uses broadcast traffic to configure network parameters. Broadcast is an

unreliable service and the failure rate is particularly high on awireless medium. A
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CRC-32 protects against corrupt data. CRC-32 will detect all single and double bit

errors aswell as burst errors up to 32 bitslong.

4.2.4 Calculating the Wi-Fi-Co configuration packet length

Thetotal packet length can be calculated from the four octet header.
length= HEADER SZE + KEY_LEN* NUM_KEYS+ SSD_LEN+ FB*
FB_LEN + CRC_SZE
In thisimplementation:
length=4+ KEY LEN* 4+ SSD LEN+ (FB* 6) + 4,

Where KEY_LEN, SSD_LEN, and FB are defined in the header.

4.2.5 Protecting the WEP key

A method for protecting the datain this protocol isimportant because of the broadcast
nature of Wi-Fi-Co. Although Wi-Fi-Co ishormally ran as a one time setup of an
Embedded device, it would be trivia to implement a program that listened for Wi-Fi-
Co configuration transmissions and recorded the sensitive parameters to a database.

This implementation utilizes a shared key crypto algorithm: RC4. Typically,
the embedded device would ship with a certificate that would contain a serial number.
This serial number could become the shared key, requiring the user to input the

number when running the Configurator software. Thisis acceptable because user
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input to the host the Configurator software is running on is much easier then input to

the embedded device.

4.3 Wi-Fi-Co Configurator Software

The implementation of the configurator software has three main parts. First, the
software must determine the network parameters to send. Second the configuration
packet must be created. Finally, the configuration packet must be fragmented and
transmitted (see figure 4.4). Optionally, the configurator may wait for confirmation
of successful target configuration. A brief summary of the code follows.

In the current implementation, the network parameters can be specified as
command line arguments or by prompting the user for input. The configuration
software must fill out the following structure:

struct _wifico_pkt {

struct wifico_header header; [* Wi-Fi-Co header */
__ul6ssid[MAX_SSID_SIZE];
__ul6 key[NUM_KEYS][MAX_WEP _KEY_LEN]; /* the wep keys*/

_u32fb_ip; [* ip to report back on if feedback = 1 */
__ul6fb_port; /* port for feedback */
__u32longcrc; /* populated by software */

} wifico_pkt;

Where wifico_header is defined as:

[* for little endian systems */

stuct _wifico_header {
unsigned short key len: 7 _ attribute  ((packed));  /* 813*/
unsigned short feedback : 1 attribute _ ((packed));  /* Q|1 */
unsigned short ssid len: 6 attribute  ((packed)); *0-32*/
unsigned short default_key : 2 attribute  ((packed)); /* 0—3*/

unsigned short mode: 4 __ attribute _ ((packed)); [*0-14%*/

unsigned short version : 3 __ attribute  ((packed)); [*0*/

unsigned short crypt : 1 __ attribute__ ((packed)); /* 0|1 */

unsigned short resrv : 8 attribute_ ((packed)); [* should be 0 */
} wifico_header;
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Once this structure is populated acall to fill_wifico_buff() will create the Wi-Fi-Co
configuration frame that can then be passed to wifico_send_config().

The function wifico_send_config() is responsible for fragmenting and
broadcasting the configuration packets. The packet is fragmented into two octet
sections that are copied into the fifth and sixth octet of the Ethernet 11 source MAC
address. The first three octets of the source address contain a delimiter that alows the
target to distinguish Wi-Fi-Co packets from normal broadcast traffic; in the
implementation, the reserved vendor address 10:00:00 isused. The fourth octet
contains the sequence number. The open-source libnet project provides a portable
and simplified interface for low-level network packet shaping, handling, and injection
[38] and is used by thisimplementation to create and send the raw Ethernet Il frames.
wifico_send_config() fragments the wifico buffer and sends out the configuration
data. Each of the Wi-Fi-Co configuration packets are simply Ethernet 11 frames with
atype of 0x5555, destination MAC of broadcast, and source address as described
above. The length of the Ethernet |1 datais zero and the payload of the frameis null
The Wi-Fi-Co buffer is transmitted in this matter continuously for a specified number
of times or until the target positively acknowledges successful configuration, if

feedback is enabled.
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4.4 Wi-Fi-Co Target Software

The implementation of the target has the following main steps: configure the Wi-Fi
card to be able to receive the configuration packets, listen for Wi-Fi-Co configuration
packets, assemble and verify received configuration, configure system network
software, and if requested, notify the configurator of successful configuration. A
brief summary of the code follows.

Before the Wi-Fi-Co target software can receive the configuration, the Wi-Fi
card and system network must be configured to allow the application to capture Wi-Fi
traffic. Initially thisimplementation created a simple application that placed the Wi-
Fi card in the proper mode to allow the Wi-Fi card to capture packets in promiscuous
mode. However, this early implementation was chipset-specific and not very
efficient. The current implementation utilizes the kismit_hopper from the Wi-Fi
sniffing and discovery package, kismet [40], released under the GNU General Public
License. Kismit’'simplementation is efficient and supports nearly all Wi-Fi chipsets
and firmware. The implementation puts the Wi-Fi card in promiscuous mode and
calls kismet_hopper, which runsin the background and commands the Wi-Fi
firmware to switch a specified number of channels every second. The hopper is
needed because a Wi-Fi BSS could be on any one of fourteen channels.

The target software then callswifico_get_config(). Thisfunction waits for
Wi-Fi-Co configuration packets, identified as broadcast packets with a source MAC
address beginning with 10:00:00 —which is areserved MAC address area classified

as experimental. The function assembles the fragmented buffer and verifies the
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checksum once the complete buffer isreceived. The target software has to deal with
corrupt packets for many reasons: the hopper moving between channels, normal Wi-
Fi interference, and the unreliable broadcast delivery. If the crc32() function call
returns afailed checksum, the Wi-Fi-Co buffer is discarded and the processis
repeated.

After the target software has the verified Wi-Fi-Co data, the implementation
utilizes a shell script called wifico_set_config.sh, passing the configuration data on
the command line. This method allows for easy porting to various other Operating
Systems, distributions, and network setup schemes. The user need only modify the
script to configure their system. Scripts for various popular systems such as Debian,
RedHat, Gentoo, and sharp zaurus have been included.

If the feedback flag in the Wi-Fi-Co header is set, the target software will also
attempt to open an IP/TCP connection to the specified IP and port. The Target will
relay to the Configurator the IP address assigned via DHCP as well as some statistical

information about the configuration process.

4.5 Specific implementations and details on system ports

Configurator
The configurator software was written in C and designed and tested on a Linux
Operating System. The configurator statically links to libnet functions and thus

requires the libnet library for compilation. Currently thereis only once version of the



configurator, but it could easily be ported to any operating system/architecture that
libnet has been ported to.

Target

The target software was initialy written in C and designed on a Linux Operating
System. The Linux version uses the dynamic shared library, libpcap. Libpcapisa
very common and popular packet capture library written in C. Libpcap abstracts the
details of packet capturing and has been ported to a plethora of operating systems and
architectures[39].

The target has a so been ported to run on the Sharp Zaurus PDA. The PDA is
an arm architecture and runs QT/Embedded Linux [42]. For the Zaurus version,
libpcap did not handle the 802.11 headers properly and was abandoned and replaced
with raw socket operations.

Wi-Fi-Co has aso been implemented in the Smart Wireless Thermostat device
driver designed for the rabbit microcontroller by Ambient Computing, Inc [41]. The
implementation is written in embedded Dynamic C and handles the channel hopping,
packet capturing, and network configuration directly within the custom device driver

controlling the Wi-Fi card.



Figure 4.4 shows the timing diagram for the Wi-Fi-Co Protocol.
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Chapter 5

Results

5.1 Hardware and Software

This implementation was tested on several different and separated networks.
This implementation was successful on all networks tested. The first set of results
was performed on a small home network consisting of five computers and a Linksys
Access Point on a 10/100 Mbit Ethernet switched network. The middle set of results
presented were obtained from the largest, most active network tested — the
Information Telecommunication and Technology Center’s network located at the
University of Kansas. Thefina section is devoted to the results obtained with
experiments utilizing a Wi-Fi enabled embedded device as the Target.

As described in section 4.4, 802.11b Wi-Fi Access Points transmit on a
specific channel and several APs on the same backbone network can be configured to

increase the range of the Wi-Fi network by creating an Extended Service Set.
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802.11b utilizes Direct Sequence Spread Spectrum to spread the power across awider
frequency band to minimize narrowband interference. This means that the 14
allocated 5SMHz wide channels (11 in the U.S.) leak energy into adjacent channels.
Thisrequires APs within range of each other to be 5 channels apart to reduce
interference. In the following test setups the term hopping appears. Hopping
channels refers to requesting that the Wi-Fi firmware change the channdl it's
operating on. In promiscuous mode hopping channels will give traffic from any
channel a chance to be received. Since the channels overlap, the hop sequence

generaly jumpsfive channels at atime (1,6,11,2,7...).

5.2 Test Results

All tests consist of a Configurator Host that runs the configuration software and
transmits configuration datato a Target Host that runs the Target software that
receives configuration information and allows the Target Host to configure its Layer
two network parameters. Built into thisimplementation of the protocol are ssmple
statistics that are presented in the following sections. The Target software, once
successfully associated with the network, will send the Configurator:

* |Pv4 Address assigned viatraditional DHCP once associated with the Wi-Fi

network
* Number of Wi-Fi-Co fragmented packets the Target Host processed

* Number of CRC failures after assembly of fragmented Wi-Fi-Co buffer
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* Thetimeit took to receive the Wi-Fi-Co configuration

See Appendix B for example output.

There are afew subtleties that should be noted. The Target host can only
receive packets — the Access Point will in no way will forward any type of frames
from the Target until successful association with the Wi-Fi network. Thisimplies
that only a positive acknowledgment can be implemented in this protocol. Theack is
accomplished viatraditional 1Pv4 TCP communication back to the Configuration
Host.

This Wi-Fi-Co implementation consists of additional helper applications
implemented in shell scripts, in order to provide cross platform portability. Thetime
statistic returned by Wi-Fi-Co is only the time it took to receive and verify the Wi-Fi-
Co configuration parameters. Additional timeisrequired to perform the Operating
System specific network configuration.

In each of the test setups below, the Wi-Fi-Co configuration parameters sent
were constant. The number of bytes needed in the Wi-Fi-Co configuration buffer to
hold this static configuration was 71, meaning that the minimum number of Wi-Fi-Co
fragmented packets that the Target must process was 36 fragments (see section 4.3

for details).
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5.2.1 Small Home Network Test Results

Theresultsin section 5.3 were all performed on asmall, low traffic home network.
The network consisted of 5 computers connected viaa 10/100 Mbit Ethernet switch.

A Linksys WAP11 Access Point provided Wi-Fi Access.

5.2.1.1Test Setup 1

Test Setup #1

Wi-Fi-Co Configurator Wi-Fi-Co Target

Wired Ethernet

Figure5.1 Test Setup 1

Test Setup 1 consisted of two workstations networked via switched 100 Mbps Wired
Ethernet. While thistest includes no wireless devices or wireless communications
whatsoever, all functions of the Wi-Fi-Co protocol are exercised. This setup was
included to contrast the retransmits that are aresult of alessreliable wireless
medium.

The Configurator was a RedHat 7.1 Linux workstation and the Target was a

Debian Linux workstation.
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Test Setup #1

Configuration Time (ms)

Trial

—#—Time —+— Packets

Processed Fragments

Figure5.3 Results— Test Setup 1

Test Setup 1 produced expected results. The average time to configure was 120ms.
The total number of fragmented Wi-Fi-Co packets for this test setup was 36 and the
average number processed before successful configuration was 61. The minimum
and maximum configuration times were 55ms and 142ms, respectfully. The
minimum and maximum number of fragmented packets processed was 36 and 65,

respectfully. There were O CRC failures.
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5.2.1.2 Test Setup 2

Test Setup #2

Wi-Fi-Co Configurator Wi-Fi-Co Target

Laptop

Figure5.3 Test Setup 2

Test Setup 2 consisted of a Linux Configuration workstation that was on the Ethernet
backbone portion of a Wi-Fi Extended Service Set. The Target host isaWi-Fi Linux
laptop. The test was performed with the Target host locked on a constant Wi-Fi
channel. The channel selected was known to be within range of the Target. Inthe
typical Wi-Fi-Co setup, the channel that each Basic Service Set Access Point was set
on is unknown to the Target, forcing the Target Wi-Fi firmware to hop channelsin
order to guarantee it would always receive Wi-Fi-Co packets from an ESS within
range. Thistest was intended to produce results that demonstrate functionality

without the overhead of hoping Wi-Fi channels.
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Test Setup #2

Configuration Time
Processed Fragments

Trial

—8—Time —¢— Packets

Figure 5.4 Results- Test Setup 2

The variation on configuration times and processed fragmentsis slightly
greater then the Ethernet to Ethernet experiment in Test Setup 1. The average time to
configure was 148ms with a minimum and maximum of 75ms and 222ms,
respectfully. The average number of Wi-Fi-Co fragmented packets processed by the
Target was 64 with a minimum and maximum of 36 and 70, respectfully. There were

zero CRC failures.

5.2.1.3 Test Setup 3

Test Setup 3 wasidentical to Test Setup 2 with the exception of the amount of traffic
on the Wi-Fi portion of the ESS. A large background ftp transfer was saturating the

Wi-Fi link during the testing process.
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Figure 5.5 Results - Test Setup 3

As expected, there were an increased number of CRC failures; 9 comparedto O in
Test Setup 2. Infigure 5.5, the number of CRC integrity failuresis denoted above the
trial number that the failures occurred on. The average configuration time was aso
slightly higher at 159ms. The minimum and maximum configuration times were
92ms and 352ms, respectfully. The average number of processed Wi-Fi fragmented

packets was 56 with a minimum and maximum of 36 and 120, respectfully.




5.2.1.4 Test Setup 4

Test setup 4 islikely the most typical setup. It'sidentical to Test Setup #2 except that

the Wi-Fi Target is not set on aspecific Wi-Fi channel. Instead it is hoping three

channedls a second.
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Figure 5.6 Results - Test Setup 4

As expected, the variation on configuration times is much greater then Test Setup 2.
The Wi-Fi Target must hop across all eleven® of the Wi-Fi channels to guarantee that

all portions of the Wi-Fi traffic within range of the Target have the opportunity to be

® For the United States. Fourteen in other portions of the world.
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captured. On each hop, the Wi-Fi Target was able to capture traffic for about 333ms.
Figure 5.6 clearly shows a consistent cycle —if the target was on the hop that the Wi-
Fi network existed on, the configuration time was fast. Where the configuration
times are higher, the Target was hopping on channels that didn’t contain the Wi-Fi
network. The average configuration time was 1,891ms with a minimum and
maximum of 128ms and 4,031ms, respectfully. Thisresult isvery intuitive. At ahop
rate of three channels/second the time between any one BSS on a specific channel is
about 3.6 seconds.

11 channels/ 3 channels/ 1 second = 3.6666 seconds.
The average configuration time when not hopping channels was determined to be
148ms from Test Setup 2. Since 333mg/148msis 2.25, we would expect to squeeze
in 1 to 2 configurations while on a specific channel. We should then observe along
configuration time until the Wi-Fi firmware returned to the channel the BSS existed
on. The cycle can clearly be observed from figure 5.6.

The average number of Wi-Fi fragmented packets processed was 64 with a
minimum and maximum of 36 and 93, respectfully. Interestingly, there were zero

CRC failures.

5.2.1.5 Test Setup 5

Test Setup 5 wasidentical to Test Setup 4 with the exception of the amount of traffic
on the Wi-Fi portion of the ESS. A large background ftp transfer was saturating the

Wi-Fi link during the testing process.
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Figure5.7 Results- Test Setup 5

The same correlation observed on the single channel low/high traffic tests was also
observed here. With a saturated Wi-Fi link, alarger number of CRC failures occurred
— 35 compared to zero in Test Setup #4. The configuration times and number of
processed packets were also slightly higher. The average configuration time was
2,325ms with a minimum and maximum of 64ms and 7,987ms, respectfully. The
average number of Wi-Fi-Co fragmented packets processed by the Target was 78

with a minimum and maximum of 36 and 252, respectfully.
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5.2.1.6 Test Setup 6

Test Setup 6 consisted of a Linux Configuration and a Wi-Fi enabled Sharp Zaurus
SL-5500 PDA asthe Target. The Zaurus features a 206MHz Intel SA-1110
StrongARM processor and runs Embedix’s Embedded Linux Operating System. The

Target was hopping three channels a second.

Test Setup #6

Wi-Fi-Co Configurator Wi-Fi-Co Target

PDA

Figure5.8 Test Setup 6

Figure 5.9 below shows the expected results. We can see that there are six CRC
failures compared to zero with the laptop as the Target in the same setup. Thisisa
result of processing power. The low speed PDA will occasionally drop packets,
which causes increased CRC failuresin the received configuration data. The average,
minimum, and maximum configuration times was, 1,329ms, 45ms, and 4,236ms,
respectfully. The average, minimum, and maximum number of Wi-Fi-Co packets

processed was 48, 36, and 96, respectfully.
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Figure 5.9 Results- Test Setup 6

5.2.2 Enterprise Network Test Results

The results presented in section 5.4 were performed on the network at the Information
Telecommunication and Technology Center located at the University of Kansas. The
network consists of approximately 160s host connected via 10/100 Mbit switched
Wired Ethernet. Wireless connectivity is provided viaten Wi-F Access Pointson 3
channels. There are four Orinoco AP-1000 Access Point and six Orinoco WavePoint

IIs. The Wi-Fi network covers virtually the entire building.
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5.2.2.1 Test Setup 7

Test Setup 7 consisted of a Linux Configuration host and a Wi-Fi enabled Linux

Laptop. The Target was locked on a single channel known to be within range of the

Extended Service Set.
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The seven CRC failures are aresult of alarger and more congested network. The
average, minimum, and maximum configuration times were 120ms, 51ms, and

251ms, respectfully. The average, minimum, and maximum number of Wi-Fi-Co

Figure5.10 Results- Test Setup 7

packets processed was 56, 34, and 105, respectfully.
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5.2.2.2Test Setup 8

Test Setup 8 was identical to Test Setup 7 with the exception of the amount of traffic
on the Wi-Fi portion of the ESS. A large background ftp transfer was saturating the

Wi-Fi link during the testing process.
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Figure5.11 Results- Test Setup 8

Figure 5.11 shows a significant increase in the number of CRC failures: 25 compaired
to 7. Thissetup resulted in adlightly higher configuration time. Interestingly, the
number of processed Wi-Fi-Co configuration packets was about the same as Setup 7.

The average, minimum, and maximum configuration times were 124ms, 53ms, and
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258ms, respectfully. The average, minimum, and maximum number of Wi-Fi-Co

packets processed were 55, 36, and 106, respectfully.

5.2.2.3 Test Setup 9

Test Setup #9

Wi-Fi-Co Configurator .

D —@7Ethérnet ) Wi-Fi-Co Target

Laptop

Figure5.12 Test Setup 9

Test Setup 9 was identical to Setup 7 with the exception that the Wi-Fi Host's

firmware was hopping three channels per second.
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Figure 5.13 Results- Test Setup 9

The results for Setup 9 were very interesting. This experiment was designed
to complement the identical experiment of Test Setup 4, but on alarger network. We
would expect to see the same cycleasin figure 5.9. However, we observed asmaller
number of peak configuration times and a higher number of “fast” configuration
times. Careful examination of the signal strengths at the location revealed the reasons
behind the numbers. There was three Access Points creating three Basic Service Set
Networks (all belonging to the same Extended Service Set) within range of the
Target. The Access Points were on channels 1,6, and 11. With a standard hopping
sequence of 1,6,11,2... we would expect to be able to receive Wi-Fi-Co

configurations packet for one full second before hopping to channels that did not
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contain aBSS. Thiswould imply 4-5 “fast” configurations times then a peek
configuration time, as observed.

The average, min, and max configuration times were 718ms, 50ms, and
3,770ms, respectfully. The average, minimum, and maximum number of process Wi-
Fi-Co packets processed was 74, 32, and 192, respectfully. There were 31 CRC

failures.

5.2.2.4 Test Setup 10

The previous test results in Setup 9 inspired this experiment. The experiment was
identical with the exception of channel hop sequence. The default hop sequenceis
1,6,11,2,7,3,8,4,9,5,10,1. There were Access Points on channels 1,6, and 11. The
hop sequence was changed to 1,2,3,4,5,6,7,8,9,1011.

Asshown in figure 5.14, with a sequential hop sequence the expected result of
alower variance on the configuration times was observed. The average configuration
time was also dlightly smaller at 552ms. The minimum and maximum configuration
times were 51ms and 2,323ms. The average, minimum, and maximum number of

Wi-Fi-Co packets processed by the Target was 67, 34, and 224 packets, respectfully.
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Figure 5.14 Result - Test Setup 10

5.3 Embedded Device Test Results

The inspiration and motivation for this project was the ability to configure an
embedded Wi-Fi enabled device with the necessary parametersto gain link level
configuration on a WEP enabled 802.11b network.

The embedded device was the Smart Wireless Thermostat devel oped by
Ambient Computing, Inc [41]. The Thermostat contains an 8-bit microcontroller and
aWi-Fi Prism2.5 Network Interface Card. The Author designed and implemented the

USB system driver and Prism2 interface drivers while working at Ambient
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Computing, Inc. This experience allowed Wi-Fi-Co to be implemented directly into
the network driver for the embedded device.

The Embedded device includes three buttons on the unit that support
traditional thermostat operations such as adjusting and setting the temperature. The
unit also boasts a built in Web server that enables many additional high level features.

The three physical buttons on the unit could theoretically facility some type of
user input to receive the network configuration. The user experience would suffer
significantly if the user were required to enter all the parameters by using two buttons
to scroll through the alphabet and the third to select. The Thermostat’s primary user
interface is through the Web server that, unfortunately, is unusable until network
configuration is complete. Until thisimplementation was created the only way to

configure the Thermostat was to pre-program the Thermostats firmware with the

network parameters.

Figure5.15 Smart Wireless Thermostat Embedded Device
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5.3.1 Networ k Performance of Embedded Device

Before the results for the Thermostat are presented it should be noted that the device
isaprototype and the USB and Wi-Fi drivers are initial experimental drivers. The
Thermostat is powered by an 8-bit microcontroller running at 30 MHz. The un-
optimized drivers and low speed of the processor result in much higher configuration

times. Simple TTCP bandwidth results are presented below in table 5.1.

Table5.1 TTCP Results

Buffer Size Ethernet Wired Thermo ([Wireless Thermo
.5 MB 921 KB/s 123 KB/s 12.3 KB/s
1IMB 1577 KB/s 140 KB/s 12.56 KB/s
5 MB 1924 KB/s 132 KB/s 12.52 KB/s
5.3.1.1 Test Setup 11

This experiment was performed on the Enterprise network in section 5.4. The
Configurator was a Linux workstation. The Target was the Smart Wireless
Thermostat.

The results from Setup 11 were slightly discouraging. Although the
Configuration was successful, the maximum time observed was 45 seconds,
compared to 145ms, from the Ethernet to Ethernet experiments. The slow times were
not adirect result of the Wi-Fi-Co implementation. From table 5.1, it is apparent that

the network performance of this embedded deviceis over 100 times worse then the
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100Mbs Ethernet tests. The average configuration time for Test Setup 11 was
19,414ms that is about 130 times longer then Test Setup 2. The number of CRC
errors are not denoted on the graph because there were 251 total CRC errors. The
embedded device simply could not keep up with the configuration data. The
Configurator was broadcasting out packets as fast as it could — about 500 packets a

second. Test Setup 12 addresses thisissue.
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Figure 5.16 Results- Test Setup 11
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5.3.1.2 Test Setup 12

Test Setup 12 wasidentical to Test Setup 11 with the exception of the rate at which
the Configurator was sending the fragmented packets. The Configurator was limited

to sending five packets a second.
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The results from Test Setup 12 were much better then Test Setup 11. The average
configuration time was cut in half to 10,815ms. That maximum configuration time
was 22 seconds, instead of 45 seconds. There were 29 CRC failures compared to the

251 failures from Test Setup 11.

69




5.4 Summary of Results

The following table summarizes the configuration times and CRC failures from the

previous sections.

Table 5.2 Summary of Configuration Timesand CRC failures

Test Setup Number
1 2 3 4 5 6
Average 121.02 148.79 157.27 1,869.91 2,216.89 1,378.34
Minimum 107.00 75.00 100.00 128.00 64.00 45.00
Maximum 145.00 222.00 352.00 4,031.00 4,141.00 4,236.00
Std.Deviation 4.28 16.87 46.35 1,858.60 1,889.14 1,900.59
CRC failures 0 0 6 0 22 6
Test Setup Number
7 8 9 10 11 12
Average 119.72 124.23 718.32 552.27 19,413.69 10,815.08
Minimum 51.00 53.00 50.00 51.00 4,559.00 6,510.00
Maximum 251.00 258.00 3,770.00 2,323.00 45,101.00 22,948.00
Std. Deviation 43.75 48.77 1,228.20 700.71 8,488.02 4,393.61
CRC failures 7 25 31 23 251 29
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Chapter 6

Conclusions and Future Work

6.1 Conclusions

In the process of compiling the results section of this document, the underlying
protocol created by this implementation was executed thousands of times without a
singlefailurein the process. There were CRC failures that resulted in a slower
configuration, but the process itself never failed. The implementation has
successfully run on several networks, using many different Access Points and Wi-Fi
network interface cards. The implementation was ported to Linux, Embedix
Embedded Linux for the Sharp Zaurus PDA, and Dynamic C for an embedded device
created by Ambient Computing, Inc. All goals of the project were successfully

accomplished.
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6.2 Challenges

In the early stages of this project, the goal was to create a protocol that would be
coded directly into the setup routines for an embedded device. Eventually it was
realized that this protocol was not just for embedded devices, but also is very helpful
for link-level configuration of any device with limited input capabilities. Enteringin
lengthy WEP keys into a Personal Digital Assistant (PDAS) or aWeb Tablets proved
to be time consuming and annoying.

One of the most challenging problems was creating an implementation that
facilitated porting to various other platforms and Operating Systems. For example,
the Wi-Fi configuration data for RedHat, Debian, and Gentoo Linux distributions are
all stored in different locations and have different file names. Furthermore, there are
several Wi-Fi interface drivers to support the plethora of Wi-Fi Network Interface
Cards available, each with adightly different command interface. These
requirements led to a solution that separates out the reception of the data and the
configuration of the system. Thiswas accomplished through the use of shell scripts.
When the main executabl e receives the complete configuration data, it passes the data
to ascript viaasystem call. Thisalowsthe user to easily manipulate the data and
create the necessary script for their distribution. Of course, scripts for many common

Linux distributions are included in this implementation.
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6.3 Lessons Learned

The protocol described in this document uses broadcast packets to accomplish remote
configuration of ssmple Wi-Fi enabled devices. Dueto the flooding nature of
multicast communication, great care was taken to ensure that other hosts would
simply ignore the packets. MAC addresses were chosen from the predefined
experimental ranges and an unassigned Ethernet 11 Frame Type value was used.
However, in theinitial versions, the Author failed to limit the rate at which the
packets were being sent. There were no noticeabl e effects on the 100Mbit portion of
the network. However, it was discovered later that the packets were nearly saturating
along haul, low speed Wi-Fi link to aremote lab. Wi-Fi-Co was modified to send

packets and a more network friendly rate.

6.3 Future Work

The project was successfully implement, however improvements can always be made.

Thefollowingisalist of tasks that could improve theinitial version of Wi-Fi-Co.

» Graphica version for the Configurator

» Create Microsoft Windows versions

» Research apossible replacement for the RC4 cryptography algorithm used to
protect the WEP key. Perhaps there' s a solution that will result in smaller

user input on the Configuration side (sec section 3.3.5 for details).
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Appendix A

AiroPeek Captured Configuration Packets

T AiroPeek
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Appendix B

Sample Configurator Output

[Isanders@essence wifico]# ./wifico_config_linux —h

Usage: ./wifico_config_linux [OPTIONS]
If no options - Run in interactive mode

Options:

-1, --interface <interface> Interface (ethO default)

-S, --ssid <ssid> SSID (network name)

-[abcd], --wep-key[0-3] <key>  Wep key ASCII or XX:XX:XX...

-f, --feedback <ip:port> Enable feedback to ip:port

-w, --default-wep-key <0-3> The default WEP key

-n, --run-times <num> Number of timesto run (O forever)
-v, --verbose Verbose output

-h, --help What you are reading

[Isanders@essence linux]# ./wifico_config_linux --verbose
Running in interactive mode

Interface to Broadcast configuration packets [ethQ]: ethO
SSID: wifico_test

WEP KEY 0: HopeThisWorks

WEP KEY 1 [HopeThisworks]:

WEP KEY 2 [HopeThisworks]:

WEP KEY 3 [HopeThisWorks]:

Default WEP key ID [0]: 0

wifico_pktis:

SSID: "wifico_test" [len 11]

Mode: O [Infrastructure]
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WEP key length: 13 [128/104 bitg]
feedback: 1 [YES]

Default key: O

WEP keys:

KEYO0: 48 6f 70 65 54 68 69 73 57 6f 72 6b 73 [HopeThiswWorks]
KEY 1: 48 6f 70 65 54 68 69 73 57 6f 72 6b 73 [HopeThiswWorks]
KEY2: 48 6f 70 65 54 68 69 73 57 6f 72 6b 73 [HopeThisworks]
KEY 3: 48 6f 70 65 54 68 69 73 57 6f 72 6b 73 [HopeThisWorks|
Feedback I1P: 129.237.127.147

Feedback port: 7778

Sending packets:

Sending Packet #0 .........c.ccccuenee.
Sending Packet #1 .........ccccovenee
Sending Packet #2 ...........

Target assigned IP address: 129.237.127.147
Tota number of Wi-Fi-Co Packets seen: 67
Length of the Wi-Fi-Co Buffer: 77 (39 packets)
Number of CRC Failures: 0
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