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ABSTRACT Nanogrids are customer deployments that can generate and inject electricity into the power
grid. These deployments are based on behind-the-meter renewable energy resources and are labeled as
‘‘prosumer setups’’, allowing customers to not only consume electricity, but also produce it. A residential
nanogrid is comprised of a physical layer that is a household-scale electric power system, and a cyber
layer that is used by manufacturers and/or grid operators to remotely monitor and control the nanogrid.
With the increased penetration of renewable energy resources, nanogrids are at the forefront of a paradigm
shift in the operational landscape and their correct operation is vital to the electric power grid. In this
paper, we perform a cybersecurity assessment of a state-of-the art residential nanogrid deployment. For
this purpose, we deployed a real-world experimental nanogrid setup that is based on photovoltaic (PV)
generation. We analyzed the security and the resiliency of this system at both the cyber and physical layers.
While we noticed improvements in the cybersecurity measures employed in the current nanogrid compared
to previous generations, there are still major concerns. Our experiments show that these concerns range
from exploiting well-known protocols, such as Secure Shell (SSH) and Domain Name Service (DNS), to the
leakage of confidential information, and major shortcomings in the software updating mechanism. While the
compromise of multiple nanogrids can have a negative effect on the entire power grid, we focus our analysis
on individual households and have determined through Simulink-based simulations the economic loss of a
compromised deployment.
INDEX TERMS Cyber-attacks, cyber-physical systems, cybersecurity, distributed energy resources,
CPS gateway, microgrids, nanogrids, prosumers, photovoltaic (PV) systems.

I. INTRODUCTION

The operational landscape of the power grid is undergoing
a radical transformation with the increased penetration of
renewable energy systems. According to the United States
Department of Energy [1], we are witnessing a paradigm shift
from the traditional one-way power consumers to the more
involved energy prosumers. A prosumer is an entity that both
produces and consumes energy. Prosumer deployments are
slowly becoming foundational elements of the power grid
in the United States, as more Americans generate their own
power from distributed energy resources. These prosumer
setups inject power back into the grid and, therefore, affect
the operation and reliability of the entire system [2]. Prosumer
deployments are often viewed as microgrids, nanogrids,
The associate editor coordinating the review of this manuscript and
approving it for publication was Canbing Li.
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or even picogrids. According to Nordman [3], a microgrid is
an electricity distribution system that is under the control of
a single management entity. A microgrid contains loads, distributed energy resources and/or storage devices that can be
operated in a controlled and coordinated way while isolated
from any utility grid. On the other hand, a nanogrid is a single
house, building or business that has some load, generation
and/or storage capability. Finally, a picogrid is a single device
that uses its own internal battery for operation in the absence
of external power sources. While in some communities these
terms are used in an interchangeable manner, it is more cautious to consider prosumer deployments as nanogrids, since
a nanogrid implies a small microgrid for a single home or
building while picogrids are often used to refer to individual
devices [3].
Prosumer deployments, referred to as nanogrids hereinafter, are made up of a physical layer that consists of a
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small-scale electric power generation system and a cyber
layer for the necessary supervisory functions. The cyber layer
of the nanogrid allows power system operators to remotely
monitor and control the physical layer and coordinate the
nanogrid’s energy interactions with the power distribution
system (e.g., remote microinverter upgrades to enable grid
integration [4]). The interconnection between the physical
and cyber layer of the nanogrid is performed using cyberphysical system (CPS) gateways. These devices enable the
physical layer of the nanogrid to be managed by grid operators through remote servers over the internet. Figure 1
pictures a typical nanogrid deployment with its associated
physical and cyber layers.

FIGURE 1. Prosumer deployment (nanogrid) – A prosumer environment
adds the generation capability to the consumer, transforming the power
grid into a ‘‘two-way street’’. The CPS gateway is the interface between
the physical and the cyber layer in a prosumer setup. (Adapted from US
Energy Dept., ‘‘Graphic by Sarah Harman’’ [1]).

This inter-connectivity between the physical and the cyber
layers increases flexibility and offers unprecedented grid
monitoring and management capabilities to grid operators.
On the other hand, it also introduces a new set of challenges
by exposing the nanogrids to new types of threats. Attacks
can now come from within the household or remotely through
the cyber layer. Recent efforts such as [5]–[12] have revealed
major cybersecurity shortcomings in nanogrid deployments
that have the potential to result in severe consequences for
the households and the power grid alike.
In this paper we take a unified perspective by assessing
attacks on both the physical and cyber layers of a residential
PV based nanogrid deployment in the presence of a powerful
(but realistic) adversary. For this purpose we deployed a stateof-the-art residential nanogrid deployment based on photovoltaic (PV) generation. We evaluated the current security
status of this deployment and report on our efforts to perform
a few successful attacks. We then demonstrate the extended
consequences of such attacks using Simulink simulations
to determine the economic ramifications for compromised
households. While we noticed security-related improvements
compared to the previous generations of PV-based nanogrids
(e.g., [6]–[12]), our work exposes a new set of major security
concerns, such as the ability to intercept SSH passwords and
perform DNS hijacking attacks, ‘‘security through obscurity’’
inspired approaches, the leakage of private information, and
VOLUME 8, 2020

a flawed software updating mechanism. The main contributions of this paper can be summarized as follows:
• Present a cybersecurity assessment on a widely used,
real-world, state-of-the-art (as of 2019-2020) PV-based
nanogrid deployment. We identified several shortcomings and were able to exploit the SSH and DNS services as well as the software updating mechanism of the
deployment.
• Expose the leakage of sensitive information pertaining to the nanogrid deployment as well as ‘‘security
through obscurity’’ inspired approaches employed in
the nanogrid to address confidentiality and integrity
concerns (e.g., ‘‘home-brewed’’/proprietary encryption
algorithms and clear-text device information).
• Assess the consequences for a household if the identified
nanogrid vulnerabilities were to be exploited. We evaluate the economic loss for a household that results from
an attacker being able to locally or remotely manipulate
the physical layer settings of the PV-based nanogrid.
The remainder of the paper is organized as follows: Section II
covers the background information on PV-based nanogrid
deployments followed by related work in Section III. Next,
Section IV describes the threat model while our testbed and
the performed experiments are presented in Sections V, VI,
and VII. The paper concludes with Sections VIII and IX,
discussion and our conclusions.
II. BACKGROUND

Installed residential PV systems have grown rapidly in the
past decade, and are predicted to reach 3 million by 2021 and
4 million by 2023 according to [13].
A typical residential PV generation nanogrid is illustrated
in Figure 2, and is comprised of the physical devices and connections, alongside the CPS gateway with the communication
links. This nanogrid can be viewed as a small-scale power
system with generation, storage, and consumption, which is
also coupled to the distribution system. The physical layer of
the nanogrid consists of PV modules, microinverters, energy
storage systems (batteries), household loads, and monitoring
and control devices such as sensing equipment, relays, fuses,
etc. In most modern residential PV systems, PV modules are
individually connected to the nanogrid using microinverters
(also known as smart inverters). Microinverters are used to
convert the DC current output of solar panels to grid compliant AC current, allowing the nanogrid to interact with the
power grid. The power generated by PV modules can be
consumed by household loads, stored in an energy storage
unit, or injected into the power grid.
Previously, the amount of injected energy by the nanogrids
was unnoticeable and didn’t impact the performance of the
main power grid. However, due to the recent increased penetration of nanogrids, the amount and parameters influencing
their power injection to the grid must be carefully monitored and controlled to maintain grid stability [2]. These
requirements for additional monitoring and control lead to
the adoption of microinverters with two-way-communication
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adversaries, with the potential to disturb the operation of
individual households’ power systems or even the entire operation of the electric distribution system.
III. RELATED WORK

FIGURE 2. PV nanogrid deployment with PV generation, storage, and the
CPS gateway – The microinverters interface the PV modules to the
household AC power system. The power generated by the PV modules can
be consumed locally, stored, or injected to the grid. The CPS gateway
monitors and controls the physical devices based on the directives
received from the grid operator and/or the nanogrid owner.

capabilities. This two-way-communication connectivity is
typically realized through cyber physical system gateways.
The microinverters are directly connected over the local
network to the CPS gateway. The CPS gateway faces the
‘‘outside world’’ through the internet and facilitates the communication between the physical layer of the nanogrid and
external entities. In other words, it allows for remote control
of the nanogrid based on the directives received from the
manufacturer and/or system operator. Moreover, it reports
back the system health and performance data of the solar
panels to remote servers [2], [14]. It is also important to note
that the CPS gateway can be incorporated into an environment where a Home Energy Management System (HEMS) is
installed. In that case, the CPS gateway will be responsible
for gathering and aggregating the solar panel performance
data and forwarding it to the HEMS controller. For example,
the CPS gateway is equivalent to the Renewable Energy Gateway (REG) that is part of the HEMS architecture described
by Han et al. [15].
Popular examples of CPS gateways for PV systems,
include Tigo’s MMU, APsystems ECU, and Outback
Mate [16]–[18]. The CPS gateway, referred to as gateway
hereinafter, communicate with the physical nanogrid devices
over a local network, often using power line communication (PLC) and/or Ethernet, and face the internet using
a broadband connection available through the residential
home network. This way, the manufacturer and/or the system
operator can monitor and control the operations of a large
number of nanogrids collectively, from a remote location.
The gateways reside on customer’s internet-connected homes
and, due to privacy concerns, the power company or the
deployment vendor/manufacturer cannot control and restrict
a customer’s home network. Thus, gateway devices sit on
home networks shared with multiple other devices such as
computers, phones, tablets, and various other Internet-ofThings (IoT) devices that may be compromised. Leveraging
these devices to compromise gateways may lead to endangering the operation of the physical and cyber layers of the
nanogrid. The nanogrid is then vulnerable to exploitation by
131152

In recent years, several efforts have been devoted to characterize the cybersecurity risks plaguing nanogrid deployments.
For instance, [6] was able to uncover various vulnerabilities in SMA PV systems [19] that enabled them to disconnect smart inverters remotely over the internet. Furthermore,
they stated that manipulating these PV systems may lead
to large scale attacks on the power grid that may cause
blackouts [6], [11]. Other efforts such as [7]–[10], [20] also
managed to discover vulnerabilities in either the physical
or the cyber layer of PV generation systems. However, all
these works either exposed well-known confidentiality and
integrity concerns (e.g., plain-text passwords sent over the
network) or emphasized the lack of proper authentication
and authorization mechanisms. Moreover, these efforts have
a singular focus, where they examined either the physical
layer or the cyber layer of the nanogrid deployment. Our work
provides a unified perspective on both the cyber and physical layers of the nanogrid deployment. On the other hand,
[12] evaluated the resiliency of wind farms to cyber-attacks.
This work discovered vulnerabilities in wind farm control systems and the capability to control wind turbines
remotely [12]. Our work differs in that we focused on assessing residential PV generation systems, which have similar
cyber layer concerns, but an entirely different physical layer
setup.
The Smart Inverter Working Group (SIWG) [31] has
proposed three high-level phases for the development of
advanced inverter functionalities to reduce the risks of
high penetrations of distributed energy resources (DERs).
Phase 1 captures the inverters’ autonomous functions, while
phases 2 and 3 examine DER communication protocols and
any additional advanced inverter functionalities. Additionally, Soyoye and Stefferud [21] explored from a high-level
perspective the cybersecurity risks (e.g., overall information disclosure) associated with all these three SIWG
phases. On the other hand, Jacobs et al. [22] discussed the
communications needed by DERs to support their system interoperability objectives, as well as the implications of securing these communications. Furthermore,
Stamber et al. [23] briefly explained potential gaps
between manufacturers and policy makers in regards
to implementing secure and reliable DER deployments.
Sebastian and Hahn [24] described the cyber-physical risks
of consumer-grade DER devices that are connected to the
network and could be exploited by remote adversaries. Along
the same lines, Gholami et al. [25] simulated the impact
of attacks such as denial of service, bias injection, and
replay attacks on the performance of DER. Overall, these
studies emphasized mostly from a high-level perspective the
unique cybersecurity challenges and risks emerging from
the increased penetration of DER devices and how this can
VOLUME 8, 2020
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TABLE 1. Related literature comparison – This table highlights the similarities and differences between our work and previous related work. Our/this
work performs a cyber and physical layer assessment of a real-world residential PV-based nanogrid deployment. We identified the risks and underlying
vulnerabilities in this deployment and propose a set of attack detection and mitigation strategies.

impact the performance of the grid. Similarly, our work
focuses on identifying the cybersecurity risks in residential
DER deployments but analyzes these risks on an actual realworld residential PV-based DER deployment.
Previous efforts also introduced multiple frameworks,
architectures, and recommendations for protecting
DER deployments. Johnson [26] provided a five-year road
map for improving the cybersecurity of communicationenabled PV systems. The road map also includes roles
for all involved stakeholders in establishing cyber-secure
PV networks. Also, Lai et al. [27] introduced a set of
cybersecurity recommendations for DER interoperability
and proposed several cybersecurity requirements and risk
management procedures for DER aggregators, vendors,
and grid operators. On the same note, de Carvalho and
Saleem [28] described current industry’s best practices
related to DER cybersecurity and discussed conceptual
high-level functionalities such as hardening the operating system, firmware update rollback, and password management.
Ravikumar et al. [29] further introduced a high-fidelity simulated DER CPS security testbed architecture, that can be used
for analyzing the grid impacts from cyber-attacks. Furthermore, Qi et al. [30] established a generalized attack-resilient
framework to protect heterogeneous DER devices from malicious cyber-attacks, ensuring the reliable and stable operation
of the smart grid. While these works focused on conceptual
solutions for protecting a wide range of DER devices, our
work focuses on identifying current cybersecurity challenges
in real-world residential PV-based DER deployments. Table 1
summarizes the similarities and differences between our work
and previous related works.
IV. THREAT MODEL

A nanogrid setup is hosted in a private household and leverages the household’s broadband internet connection. Due to
obvious privacy concerns, utilities and grid operators cannot
control or restrict a household’s home network (local area
network) and its physical layout.
VOLUME 8, 2020

Gateways are the most exposed components of a nanogrid
deployment since they reside on both layers, cyber and physical. On the cyber side, these devices lie on home networks
shared with multiple other devices such as computers, tablets,
phones, and various IoT devices (IP cameras, thermostats,
etc.). With the proliferation of IoT botnets [32] and the recognized limitations of perimeter defenses [33], [34], local area
networks cannot be assumed trustworthy any longer. Realistically, a remote adversary can directly pivot to a gateway
from a compromised IoT device and, potentially, manipulate
the settings of the physical nanogrid deployment (e.g., change
the configuration settings of microinverters). Thus, for our
threat model we assume that the adversary is part of the network and is actively altering, changing, replaying, deleting,
or injecting messages. This is equivalent to the Dolev-Yao
model which is a standard threat model for cryptographic
protocols [35], [36]. Specifically, in the Dolev-Yao model the
adversary has the following capabilities:
1) The adversary can obtain any message going over the
cyber network.
2) The adversary is a legitimate user of the network and
she/he can therefore initiate communication with any
other network entity.
3) The adversary can receive messages from any other
network entity.
4) The adversary can impersonate other network entities.
However, in this model all the cryptographic primitives hold
meaning that the adversary cannot ‘‘break’’ the cryptographic
algorithms. Therefore the adversary cannot obtain secret
or private keys and, thus, cannot encrypt/decrypt messages
exchanged between network entities.
For this reason, a realistic setup needs to consider a powerful adversary that controls the home network and may even
have physical access to the deployment. The adversary can be
a malicious homeowner, that may try to lower their electricity
bill, or an external attacker with various incentives.
At the physical layer, the situation is more complex than
the conventional problem of securing the advanced metering
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infrastructure. The communication between various nanogrid
components (meters, microinverters, sensors, etc.) and the
gateway happens mostly using Power Line Communication (PLC) protocols over residential power lines which can
be tapped into. Additionally, individual sensors may also
be physically manipulated. These types of actions from a
capable adversary can lead to severe consequences for the
household, the utility companies, and the entire electric power
grid. While this threat model is describing a very powerful
adversary, these dangers are a reality for nanogrids.
V. TESTBED AND ETHICAL CONSIDERATIONS

As part of this research effort we were authorized to install
in our research laboratory a fully-operational real-world
PV-based nanogrid deployment, that produces electricity and
injects it into the university grid. This section describes the
testbed system configuration, as well as the ethical considerations followed while performing the assessments.
A. TESTBED CONFIGURATION

Our test system consists of two PV modules, each using
a microinverter as an interface to the AC power system of
the laboratory. A gateway device is installed to communicate with microinverters over PLC and is also connected
to a household-like local area network for internet access.
A high-level block diagram of the testbed with its physical
and cyber layers is shown in Figure 3.

2) CYBER LAYER

The gateway is responsible for the bi-directional communications between the PV system and the remote server.
It receives the performance data from the microinverters
and then sends it to a remote server over the internet. This
allows for real-time monitoring of the performance data of
the PV system. nanogrid owners can view their performance
data by accessing the remote server through a mobile smartphone application or through a web-portal/website from any
internet-connected device.
Thus, the gateway has an Ethernet port that is connected to
the local area switch of the home router (in our case, Netgear
R6250 [37]) to enable internet access. This way, the gateway
device is assigned a private IP address from the router.
For monitoring and evaluation purposes in our testbed,
the gateway is connected to the router through a Raspberry
Pi. The Raspberry Pi is a low cost, small-sized computer [38].
We used the Raspberry Pi 3 Model B+ [39] as an in-line
eavesdropper to collect the packets exchanged between the
gateway device and the remote server. The Raspberry Pi was
also used in performing the replay and man-in-the-middle
attacks as detailed in Section VI-D. The main reason for
choosing this device is its small size. Despite its limited
computational capabilities, we were able to utilize the Pi as
an ‘‘active’’ inline device, instead of leveraging ARP poisoning [40]. This facilitated a stable and accurate testing setup.
Any general-purpose computer (with at least the computational capabilities of a Raspberry Pi 3 Model B+) can be used
to implement the same functions. The wide area network port
of the home router is connected to the internet and isolates
the home/local area network from the rest of the enterprise
network and the internet.
B. ETHICAL CONSIDERATIONS

FIGURE 3. Testbed configuration – The physical layer has two solar
panels and two microinverters, while the gateway is connected to both
the cyber and the physical layers. Even if a user (the nanogrid owner) is
connected to the same home network, the user must go through the
remote server to configure the local nanogrid deployment.

1) PHYSICAL LAYER

This layer consists of two 280W PV modules, two
microinverters, and the gateway device. Each PV module is
connected to a microinverter. The two microinverters communicate with the gateway through Power Line Communication (PLC) when transmitting performance data regarding the
solar panels.
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While performing our experiments we followed strict ethical
and privacy considerations to avoid affecting the operation
of the device manufacturer. The testbed was deployed in a
private network that is isolated from the remainder of the
organization’s network. All cybersecurity tests that would
generate a lot of traffic, like password brute force attacks were
performed while disconnecting the gateway from the internet
to avoid potential disturbances.
Traffic that was sent to the remote server was very limited
and controlled (e.g., only one packet at a time) to avoid
disturbing the operation of any network equipment on the
way to the remote server, or on the remote server itself. The
experiments performed were designed with the main objective of testing the system without causing any disruptions. For
ethical reasons we are not going to disclose the manufacturer
of the nanogrid deployment.
VI. CYBERSECURITY ASSESSMENT

This section covers the results of the cybersecurity assessment we performed on the cyber layer of the nanogrid.
In order to perform this assessment, a Kali Linux machine
VOLUME 8, 2020
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was placed on the same local network where the gateway
resides. Kali is a Debian-based Linux distribution used for
security auditing and penetration testing [41].
Briefly, the following assessments were covered throughout our experiments: reconnaissance and SSH exploitation, information leakage, assessing the gateway remote
server communication, replay and man-in-the-middle attacks,
and software updating mechanism manipulations. Figure 4
provides a graphical abstract overview that captures the successful attacks performed in the cyber-assessment. All experiments and tests performed follow strict ethical and privacy
considerations as detailed in Section V-B.

FIGURE 4. Abstract representation of the entire assessment – Our
experiments resulted in four types of successful attacks:
1. Paasword-based SSH attack: An adversary can obtain the SSH
credentials (username and password) and execute remote commands on
the gateway. 2. Information leakage: An adversary can obtain various
private information about the nanogrid deployment. 3. DNS hijacking
attack: An adversary can control the interactions between the gateway
and the remote server by redirecting the gateway’s traffic. 4. Software
update manipulation: An attacker is able to manipulate the software
updating mechanisms and even upload malicious files to the gateway
device.

attempts. A persistent adversary, using brute-force methods
could conceivably obtain the password and gain access to
the gateway. On the other hand, there is a more efficient
approach: SSH password-based authentication is susceptible
to man-in-the-middle attacks, where an attacker can extract
the password in plain- (clear-) text [43], [44]. An adversary
that has a foothold on the local area network through a compromised device can perform an ARP poisoning attack [40]
and intercept the password when the manufacturer logs in.
1) EXPLOITING PASSWORD-BASED SSH

To evaluate the feasibility of such an attack, we created a
proof of concept to demonstrate this later possibility. In our
scenario bob is the SSH client (the manufacturer) who is trying to access the SSH server (the gateway) for troubleshooting purposes. The attacker ‘‘sits’’ in the middle between the
client and the server waiting for the password to be sent. The
server (gateway) was replaced by a Windows machine and
the attacker was operating through the Kali machine while
the client was operating from a different device (inside or
outside of the home network). In case of an outside connection, the user/owner will have to manually configure the
router/firewall to specifically allow the incoming connection
on port 22 to the gateway. The attacker acts as a man in the
middle and intercepts and forwards all the traffic exchanged
between the client and the server. We created an account for
the client in the server with the following credentials – username: bob and password: bobpassword. When the client tries
to SSH into the server (presumably for the first time) using the
credentials, the password is intercepted by the attacker and
obtained in clear-text, as shown in Figure 5. This attack allows
an adversary to remotely login and execute commands on
the gateway, thus controlling the entire nanogrid deployment.
Extending this attack, if default passwords are included with
other gateways, an attacker would only need to obtain one
password and re-use it to access other gateway devices.

A. RECONNAISSANCE AND SSH EXPLOITATION

Reconnaissance refers to gathering relevant information
about the targeted system. The Kali machine was used to
perform reconnaissance actions on the cyber layer of the
testbed. Specifically, we leveraged Nmap [42], a port scanner
and fingerprinting tool, to discover open ports (services). The
results revealed six open ports on the gateway device with
port 22 and 80 being the most interesting. We began by looking at port 22 which is the standard port for the Secure-Shell
(SSH) [43] protocol. SSH is a protocol used for securing
the remote login between network hosts/devices. It allows
for an entity to remotely login and execute commands in
a remote system. Based on the gateway’s documentation,
this port is open to allow manufacturers to remotely login
to the gateway and perform troubleshooting and updates.
The SSH service is configured as password-based and allows
unlimited login attempts without crashing or restricting
VOLUME 8, 2020

FIGURE 5. SSH password interception – When the manufacturer accesses
the gateway over SSH an adversary is able to intercept and obtain the
password in an unencrypted (plain-text) format.

B. GATEWAY WEB SERVER - INFORMATION LEAKAGE

The gateway operates a web server on port 80. The web
server hosts a number of web pages that reveal a plethora of
information about the nanogrid deployment.
An adversary that has a foothold on the local area network through a compromised device, can access the web
131155
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pages and obtain some private information about the nanogrid
deployment without needing to authenticate. For instance,
the default web page displays some general information about
the gateway and the performance data of the PV solar panels. Overall we were able to access 8 web pages from the
gateway’s web server. These web pages revealed confidential
information about the gateway and the nanogrid deployment.
The obtained information can be categorized as follows:
1) GATEWAY INFORMATION

This includes the gateway’s serial number which uniquely
identifies the gateway. Interestingly enough, part of the gateway’s serial number is used as the password to authenticate
to some of the protected webpages, more specific details
are provided in Section VI-C. On the other hand, the web
server also reveals important details about the firmware and
other software packages that are running on the gateway.
This includes the software version, build date and time.
It also includes the name, package number, version, and the
build identifier of all the packages that are running on the
gateway.

C. GATEWAY - REMOTE SERVER COMMUNICATION

We leveraged the Raspberry Pi as a bridge to eavesdrop on the
communication between the gateway and the remote server,
see Figure 3. Wireshark [46] ran on the Pi and captured,
on a consistent basis, the packets exchanged between the
gateway and the remote server. We noticed that by default the
gateway sends performance reports to the remote server every
5 minutes. These reports contain the performance data of the
solar panels. Figure 6 highlights one of the reports sent from
the gateway to the remote server. The communication to the
remote server is always initiated by the gateway behind the
home router firewall. This way, the firewall on the router is
‘‘circumvented’’ since a home router firewall does not normally block the outgoing connections from internal devices.
The owner of the deployment is able to monitor (view solar
panel performance data) and configure the nanogrid remotely
by accessing the remote server from any web-connected
device.

2) PRODUCTION DATA OF THE SOLAR PANELS

The production data captures the hourly, daily, weekly, and
lifetime power data produced by the solar panels. Moreover,
this data also includes the rmsVoltage, rmsCurrent, reactive
power, and the power factor of the current generated power
by the solar panels. Hourly, daily, and weekly consumption data can also be viewed from the web pages without
authentication.
3) GATEWAY NETWORK INFORMATION

The network information includes the Internet Protocol (IP)
address, primary and secondary DNS servers of the gateway.
Besides just viewing, an attacker is also able to modify the
gateway network information through the web server. The
ability to change the primary and secondary DNS servers
of the gateway is particularly interesting as it allows the
attacker to perform a DNS hijacking [45] attack as described
in Section VI-C.
4) OTHER INFORMATION

Miscellaneous information includes the status of the microinverters, their serial numbers, and software versions. The status of the microinverters includes info on whether they are
communicating with the solar panels and whether the solar
panels are operating normally.
This data is considered confidential for nanogrid owners
and shouldn’t be accessible by attackers. Attackers targeting nanogrid deployments can use this information to their
advantage. It can help in nanogrid network mapping, where
attackers locate nanogrids with high power production for
the purpose of attacking the power grid. For security reasons
the gateway should authenticate users before allowing access
to the web server in order to prevent the leakage and/or
modification of sensitive data.
131156

FIGURE 6. Performance report – A sample sent from the gateway to the
server with an HTTP 204 ‘‘No Content’’ as the server response. The
performance report contains the production data of the solar panels.

1) PERFORMANCE REPORTS

As shown in Figure 6, even though the reports are sent over
the HTTP [47] protocol, their content is encrypted, except
for the serial number of the gateway which is sent in plain
text. The reports are sent as the payload of an HTTP POST
request and are structured as follows: HTTP header followed
by a 12-digit plain text serial number and then the encrypted
payload (using an undocumented encryption algorithm). The
gateway responds with a HTTP 204 ‘‘No Content’’ message.
In addition to sending the serial number in plain text to
the remote server, the gateway also broadcasts the same serial
VOLUME 8, 2020
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number to everyone on the same local area (home) network.
Based on our observations, this serial number can be part
of a cryptographic key or it may be used in a search query
to a database on the remote server in order to obtain the
communication key of a specific gateway.
2) CONFIGURING THE NANOGRID

The owner can access the remote server through a web portal
to monitor and configure the nanogrid deployment from any
web-connected device. One of these configuration commands
is to disable the power production of the solar panels. When a
command is issued from the server to the gateway, the server
waits for the next report sent from the gateway, and instead of
responding with a HTTP 204 ‘‘No content’’ it responds with
a HTTP 200 ‘‘OK’’ with an encrypted payload indicating the
task to be performed. Figure 7 captures one of these responses
that instructs the gateway to disable the power production.

of the serial number of the gateway. The attacker can obtain
the serial number by accessing the home page of the gateway
web server. The serial number is also broadcast in plain text
to all devices in the same local area network. Accessing the
network configuration page allows an adversary to change
the DNS server of the gateway, to a malicious DNS server.
This opens up the possibility for an attacker to perform DNS
hijacking attacks [45].
As pictured in Figure 8, in case of a DNS hijacking
attack, the attacker changes the DNS server of the gateway
to an attacker-controlled DNS server. By doing this, all DNS
queries from the gateway are redirected to the malicious DNS
server, instead of the legitimate DNS server. Whenever the
gateway sends a DNS request to obtain the DNS record of the
benign remote server (labeled in Figure 8 as ‘‘www.remoteserver.com’’1 ), the request is redirected to the the malicious DNS server, which then responds with a DNS record
of a (public) malicious remote server, shown in Figure 8
as ‘‘1.1.1.1’’.2 From that point on, all the gateway traffic
destined for the remote server will be sent to the malicious
server instead. This way the attacker is able to control the
gateway-remote server interactions by redirecting the gateway traffic to a malicious remote server.

FIGURE 7. Performance report with an HTTP 200 response – An HTTP 200
‘‘OK’’ response indicates that a command is sent from the server to the
gateway. The command is specified as the payload of this response.

Despite the lack of documentation and the secrecy around
the encryption algorithm, serial number, and other innerworkings, these gateway-server exchanges are still predictable. Configuration changes can be dictated only through
the remote server while the connections can only be initiated
from the gateway.
3) DNS HIJACKING ATTACKS

The Domain Name System (DNS) is responsible for mapping
human readable domain names (e.g. ‘‘www.google.com’’)
to IP addresses (e.g. ‘‘173.194.178.105’’), that computerized
devices use to identify each other on a standard TCP/IP
network [48]. This translation is normally done by an authoritative or a recursive DNS server, which holds a number of
DNS records with each record mapping a specific domain
name to an IP address. In order for the gateway to be able
to communicate with the remote server, it needs to obtain its
DNS record.
One of the web pages hosted by the gateway’s web server
allows the attacker to change the network configuration of the
gateway. In order to access this network configuration page
the attacker needs to enter a username and a password. The
username and the password are given in the installation manual of the gateway device, with the password being a substring
VOLUME 8, 2020

FIGURE 8. DNS Hijacking Attack – Using the serial number of the gateway
device an attacker can successfully solve the authentication process on
the gateway’s network configuration page. This page is protected using a
known username while the password is a substring of the serial number.
This information is specified in the public product datasheet. By pointing
the gateway to a malicious DNS server, an attacker can now dictate who
the gateway will communicate with (‘‘remote-server.com’’ and ‘‘1.1.1.1’’
do not constitute a real DNS record, they serve only as an example).

In this way all the solar panel performance reports are
going to be sent to the malicious server instead of the legitimate server, giving the attacker complete control of the
1 ‘‘remote-server.com’’ is only as an example domain, not a real domain
2 ‘‘1.1.1.1’’ serves only as an example to illustrate a DNS hijacking attack,
this IP address is not known to be malicious
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communication between the gateway and the remote server.
By doing so, the nanogrid owner and/or manufacturer will
not be able to monitor and configure the nanogrid remotely
through the remote server. This can be thought of as a form of
denial of service where the legitimate user is denied access to
an authorized service [49], but more importantly the attacker
(outside the home network) can now dictate who the gateway
is communicating with.
In other words, the adversary has the ability to remotely
monitor and configure the nanogrid deployment. This attack
can be scaled and applied to an indefinite number of gateways; given that the attacker can access their web servers,
opening up possibilities for large scale attacks against
nanogrid deployments and the power grid.

normal HTTP 204 ‘‘No content’’. The goal of the test is to
see whether a local attacker is able to turn off the power
production of the solar panels by using a straight-forward
replay attack. The gateway did not accept the replayed packet.
We also tried to do the same with replaying a performance
report to see whether an adversary is able to create an inconsistency between what is reported and what is generated by
the PV solar panels. Fortunately, this performance report was
also not accepted. While this positive behavior on the gateway
and server side show promise, it is important to notice that
the performed experiments were the most basic attempts an
adversary may try. In other words, this should not encourage
the security through obscurity approaches that are currently
employed by manufacturers.

D. REPLAY AND MAN-IN- THE-MIDDLE ATTACKS

2) MAN-IN-THE-MIDDLE ATTACKS

Once we understood the gateway-server interactions going
over the local area network, we analyzed the feasibility
of instantiating basic replay and man-in-the-middle attacks.
As pictured in Figure 9, in a replay attack legitimate traffic is
captured and reused again without modification [49]. On the
other hand, in a man-in-the-middle attack the attacker also
modifies the content of the messages that are exchanged
between the gateway and the remote server.

Along the same lines, we focused on changing various parameters in the packets we captured. For instance, we changed the
plain-text serial number of the gateway in a packet originating
from the gateway to the server. Since the replaced serial number was not a real one, the server responded with a HTTP 401
‘‘Unauthorized’’ response. In a different scenario we captured
the original message HTTP 200 ‘‘OK’’ to disable power
production and modified the max-age and cookie parameters
to match the values of the same parameters in the fresh HTTP
204 received from the server. This HTTP 200 message was
then forwarded to the gateway in place of the HTTP 204 ‘‘No
content’’. The goal of the experiment was to assess whether
a local attacker is able to turn off the power production of
the solar panels. Different attempts were implemented by
replacing various parameters (date, cookie and max-age) in
the HTTP 200 with fresh values but (fortunately) all attempts
failed and the gateway rejected the modified packets.
These failures indicate that the gateway and the remote
server are likely to be using a security measure such as a
timestamp and/or a nonce within the encrypted part of the
payload to ensure the freshness of the messages exchanged
between the two parties. If an adversary simply tries to modify or replay previously sent packets they will be rejected.
Thus, it is vital to reveal the algorithm used to generate the
nonce or the length of the timestamp. Based on Kerckhoffs’s
principle of cryptography, the key should be the only secret in
a cryptosystem [51]. By using a potentially weak algorithm,
circumventing this ‘‘freshness’’ mechanism can be imminent.

FIGURE 9. Replay and Man-in-the-middle attacks – In general a replay
attack refers to capturing legitimate traffic and reusing it at a later time
without modification. On the other hand, a man-in-the-middle attack
involves manipulating existing network packets or forging new ones.

To perform these types of attacks we developed and leveraged a script on the Raspberry Pi that turned this device into
an active, in-line man-in-the-middle. This script is designed
to utilize the Netfilter queue [50] to interact with the operating
system in order to examine packets that are received on
its network interfaces. Next, the script examines the header
of the received packets, identifies the IP addresses of the
gateway and the remote server, and modifies the packets
accordingly by replacing certain values before forwarding
them. We noticed that these actions add minimal performance
overhead and they cannot be detected by either the gateway
or the remote server.
1) REPLAY ATTACKS

We captured an HTTP 200 ‘‘OK’’ message that is sent from
the remote server to the gateway for disabling the power
production. Then, we replayed the captured packet back
to the gateway at a different time interval in place of the
131158

E. MOBILE APPLICATIONS AND FIRMWARE UPDATES

Two partner mobile applications accompany the nanogrid
deployment. One mobile application is targeted at users
that wish to view their usage and generation data of their
nanogrid while the other is targeted at individuals that setup
and maintain the nanogrid. The second mobile application
is particularly interesting due to the fact that it allows the
user to download software updates from the manufacturer and
deploy these updates to the gateway at a later time without a
network connection to the manufacturer server. This structure
means that the mobile application downloads and stores all
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software update files required for validation, configuration,
and authentication directly on the mobile device.
By examining the file system of the mobile device
(Figure 10 shows an overview of the software update folder
from the phone), we were able to view the software update
directory. The directory contains security certificates, manifest files, and an encoded/encrypted form of the software
packages themselves. Each file’s cyrptographic hash is computed and stored in a file that has the same name with a .sum
extension. This is a security protection feature to detect the
unauthorized modification of the update files. If the files are
changed without changing the cryptographic hashes the gateway will reject the updated files. However, an attacker can
modify the software update files and recompute the cryptographic hashes of the modified files and therefore bypassing
this security mechanism.

FIGURE 11. Software updating mechanism – Update files for the gateway
are downloaded to a third-party mobile device, such as a smartphone,
over the internet. An attacker can force a software update by modifying
the version numbers and timestamps. Then the attacker recomputes
cryptographic hashes for the modified files without being detected.

1) ATTACK MITIGATION

Attack mitigation refers to implementing the appropriate
security measures and controls to prevent an attack from happening [52]. Below are the recommended mitigation strategies to protect against each of the specified attacks.
FIGURE 10. Software update directory – Contains the files that are to be
pushed to the gateway in case of an update. 1&2: The security certificate
of the gateway and its cryptographic hash. 3,4,5&6: Store the version
numbers of files in the directory and their associated cryptographic hash.
Certificates files can be replaced in this folder and hashes recomputed by
adversaries.

Further, our analysis shows that it is possible to modify the
manifest files in order to coerce the gateway into believing
there is a legitimate update available from the mobile phone
and to request these ‘‘updated’’ files. Due to this capability by
the mobile application, the next area of concern is focused on
how these updates can be pushed. Through our experiments,
we found that it is possible to push these updates from the
phone to the gateway while directly connected to the gateway’s wireless access point. This means an attacker who is in
close proximity to the gateway could coerce a gateway into
believing a software update exists and transfer malicious files
along with an unchanged security certificate to the gateway
in order to flash the firmware of the device. Figure 11 shows
the basic structure of the software update process and how an
attacker can force a software update.
While the gateway is supposed to reject updates that have
timestamps in the future of the gateway’s system time, there is
a time window (at least 15 minutes long) within which these
timestamps are accepted. Leveraging this capability, we show
that even if the gateway has just received a legitimate update
from the manufacturer with a valid and current timestamp,
an attacker can always deceive the gateway into believing
there is a more recent update and subsequently transfer modified, self-signed and malicious files to the gateway.
F. ATTACK DETECTION AND MITIGATION

This section discusses various attack mitigation and detection
strategies in order to address the aforementioned successful
attacks summarized in Figure 4.
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a: EXPLOITING PASSWORD-BASED SSH

The man-in-the-middle vulnerability against password-based
SSH is well-known [44]. Thus, it is recommended to disable password-based authentication and switch to SSH public
key authentication [53] for remotely accessing the gateway
device. SSH public key authentication is resilient against
man-in-the-middle attacks [54] and the user’s ‘‘credentials’’
(i.e., private key) is not exposed, since it is never sent over
the network. Although this solves the man-in-the-middle
problem, other important challenges arise, especially related
to SSH key management, distribution, and revocation [55].
In other words, the manufacturers need to configure an infrastructure (e.g., a x509-based approach [56]) to support the SSH
remote login functionality. The design of such an infrastructure will require a separate investigation and evaluation.
b: INFORMATION LEAKAGE

For preventing information leakage, the gateway should
authenticate users before allowing them access to the web
server in order to protect the release of sensitive data and/or
its modification. This will incur an additional processing
overhead on the gateway’s side depending on the complexity
of the authentication scheme. This overhead needs to be
carefully examined and quantified.
c: DNS HIJACKING ATTACKS

One potential solution for DNS hijacking is to adopt Domain
Name Security Extension (DNSSEC) [57]. DNSSEC adds
data origin authentication and data integrity to DNS records
provided by a DNS server. All DNS responses from DNSSEC
servers are digitally signed. By checking the signature,
a DNSSEC resolver can verify that the data originated from
a legitimate DNS server and that it has not been modified in
transit [58]. To attain the security benefits of data authenticity
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and integrity, both the server and resolver must implement the
DNSSEC protocol. Even though there are multiple benefits
when adopting DNSSEC, it is challenging to widely deploy
it. Besides the increased computational overhead for both
the servers and the resolvers, cryptographic key management
concerns and the lack of management tools all contribute to
the complexity of implementing and adopting DNSSEC [58].
Designing a solution around DNSSEC requires further evaluation and analysis. On the other hand, a short-term solution for individual deployments should be focused on allowing only authenticated users to modify the gateway settings
(e.g., DNS server settings). This approach corroborated with a
trusted DNS server raises the bar significantly for an attacker.
d: SOFTWARE UPDATES MANIPULATION

When updating the firmware, it is usually more appropriate
for the manufactures to directly update the gateway device
from the remote server and avoid going through an untrusted
third-party device (e.g., a smartphone). Manufactures could
utilize over-the air (OTA) updates to remotely send files and
update the gateway’s firmware. This update process should be
done over HTTPS to encrypt the contents of the transferred
firmware. To protect against software modification attacks,
code signing can be utilized to ensure the authenticity and
integrity of the updated firmware. This process is being used
by Amazon Web Services (AWS) to securely update the
firmware of devices registered with AWS IoT [59], [60].
Despite the fact that this scheme offers more security, there
are a lot of requirements and conditions that need to be met
to ensure the security and reliability of this process. Looking
into more reliable and secure software updating schemes is
part of our future work.
It is also important to note that the National Institute of
Standards and Technology (NIST), the Department of Energy
(DOE), and the North American Electric Reliability Corporation (NERC) developed a series of analytical frameworks
and guidelines [61]–[63] that energy sector organizations
can use to develop effective cybersecurity strategies and risk
management processes tuned to their particular needs.
2) ATTACK DETECTION

Attack detection refers to the process of trying to detect an
attack while it is in progress. Below are some approaches that
can be utilized to detect cyber-attacks.

FIGURE 12. PV output power and voltage during the attack - The MPPT
control automatically regulates the duty cycle and extracts maximum
power 560W at t=0.14s, while the PV output power decreases since an
attacker sets the power limitation to 75% and 15% at t=1.0s and t=2.0s.

A signature-based system compares each packet passing
through it to a list of known attack signatures and labels
traffic as malicious whenever there is a match. On the
other hand, an anomaly-based system creates a traffic profile of normal traffic and considers traffic suspicious whenever it deviates from this baseline/normal profile [64]. Two
well-known IDS/IPS solutions are Zeek (formerly Bro) [65]
and Snort [66]. While IDS/IPS solutions are highly recommended for detecting known threats, the misclassification
of traffic which results in false-positive and false-negative
alerts is a well-known and important challenge with such
systems [49], [67].
b: MONITORING AND LOGGING

Another technique that can help with attack detection is
monitoring and maintaining logs of the network activity.
A separate device on the home network can be used to store
and maintain logs. The home router can be configured to
send logging records in Syslog format [68] to a local logging
host. Storing network activity logs and regularly examining
these logs will aid identifying suspicious network activity and
detecting cyber-attacks.

a: INTRUSION DETECTION/PREVENTION SYSTEMS

VII. SIMULINK-BASED PHYSICAL-LAYER ASSESSMENT

An intrusion detection system (IDS) is usually a device that
is connected to the network and generates alerts when it
detects potentially malicious traffic [64]. An IDS can be used
to detect and identify a broad range of attacks, including
port scanning, denial of service attacks, network mapping,
and operating system fingerprinting attempts. For increased
performance, an IDS can be coupled with an intrusion prevention system (IPS). An IPS not only detects suspicious
traffic but it also filters it out. IDS/IPS systems can leverage signature- and/or anomaly-based detection approaches.

In this section we assess the possible economic loss of a
household as a result of a remote attacker leveraging the
shortcomings on the cyber layer to manipulate the physical
layer of the nanogrid. We develop a model of PV arrays
that are connected to a 25 kV grid via an inverter based on
a Simulink model [69]. The model is based on our testbed
described in Section V with minor simplifications. Specifically, we model one aggregated microinvertor for the two
panels in our simulations since the two microinvertors behave
exactly the same from the nanogrid perspective.

131160

VOLUME 8, 2020

Y. Dafalla et al.: Prosumer Nanogrids: A Cybersecurity Assessment

FIGURE 13. Simulation diagram – The configuration of 560W grid-connected PV array in Simulink. The PV panels controlled by an inverter are used to
supply the local load and provide the surplus energy to the grid.

The configuration of the system is shown in Figure 13:
two 280W PV panels with 9.47A short circuit current, 39.2V
open-circuit voltage, and 32.1V max-power voltage are connected in series. The inverter is composed of a DC-DC
boost converter and a three-phase, three-level voltage source
converter (VSC). The boost converter increases the voltage
from the PV output voltage to 500V DC, controlled by a
Maximum Power Point Tracking (MPPT) algorithm [70]. The
VSC converts the DC link voltage to 260V AC at a unity
power factor. More specifically, the VSC is composed of an
internal grid current control loop and an external DC link
voltage control loop.
PV inverters allow operators to set different power limitation set-points to limit the output power of the inverter.
Normally, the operator sets the power limitation to 100%,
and the PV panel generates the maximum power. If the PV
inverter receives a different power limitation, the PV system
deviates from the maximum power point and works at the
set-points by disabling the MPPT. In case the attacker can
remotely manipulate the power limitation set-points of the PV
inverter, this will cause an economic loss to the PV owner and
might even lead to the shut down of the PV inverter [20].
The output power and voltage of PV panels in the simulation are shown in Figure 12. The boost and VSC converters
start to work at t=0.05s.
The MPPT control automatically regulates the duty cycle
and extracts the maximum power 560W at t=0.14s. Assume
the attacker has a foothold on the network and can manipulate
the power limitation of the inverter to 75% and 15% at times
t=1.0s and t=2.0s, respectively. As shown in Figure 12,
the PV output power drops from 560W to 420W at t=1.0s
and to 84W at t=2.0s. Figure 14 pictures the PV operating
point that is changed by the attacker from the maximum
power point Pmax to P1 , and from P1 to P2 , sequentially.
This attack is likely to last for a long time, if the owner
of the PV system fails to notice the tempered operating
points of the PV panels. For example, the average electricity
rate in Hawaii is 0.327$/kWh [71]. If the attacker sets the
VOLUME 8, 2020

FIGURE 14. PV operating points before and during the attack – The
influence of attacks on PV status. Due to the attack, PV status changes
from Pmax to P1 and from P1 to P2 at t=1.0s and t=2.0s respectively.

set-point of the inverter to 15%, the PV owner will lose up
to $1.57 on a sunny day. On a linear scale the PV owner
may lose up to $46.8 a month. In an electric distribution
network, the malicious manipulation in the MPPT operating
points on a large number of inverters (especially grid-forming
inverters) caused by the adversary can affect the voltage
stability and may even have catastrophic consequences on
the entire distribution grid. This, however, is beyond of the
scope of the prosumer nanogrid and will be investigated in
subsequent efforts.
VIII. DISCUSSIONS AND LIMITATIONS

Over the course of our experiments we noticed promising improvements in the employed cybersecurity measures of nanogrids compared to their previous iterations
(e.g., [6]–[11]). While improvements such as the absence of
transmitting clear text passwords and the raised difficulty for
replay attacks constitute important steps in the right direction, we also uncovered questionable approaches. Besides
the lack of adoption of well-known security solutions such
as key-based SSH and Transport Layer Security (TLS) [72]
for encrypted content, we also noticed few other fundamental
flaws. An attacker is able to control the gateway-remote
server communication as well as manipulate the software
update mechanism and upload malicious files to the gateway.
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We are fully aware that the manufacturer is in a difficult
position. On one hand, they need to operate on home networks that they cannot control and that may contain malicious
entities and devices; on the other hand, they need to provide
a secure two-way communication to ensure monitoring and
control while being restricted to using devices with low computational capabilities. Thus, in such cases the transparency
in the mechanisms and algorithms that are used is vital for all
involved parties.
IX. CONCLUSIONS AND FUTURE WORK

This research effort focuses on studying potential attacks
on the physical and cyber layer of a residential PV-based
nanogrid deployment. For this purpose we deployed a realworld-like residential PV system and performed a cyber
assessment to investigate how nanogrids can be compromised
by a powerful, but realistic adversary. Additionally, we also
simulated the compromise of the physical layer that can cause
economic loss to the household.
Our findings reveal major security concerns that allow an
adversary to leverage different types of attacks to compromise the nanogrid deployment. For instance, an adversary
can obtain the SSH credentials (username and password)
and execute remote commands on the CPS gateway, thus
controlling the entire nanogrid deployment. Another attack
focuses on the DNS protocol. This allows an adversary to
control the gateway’s interactions with the remote server by
redirecting the gateway traffic to a malicious entity on the
internet. Moreover, an attacker is also able to manipulate the
software updating mechanisms and upload malicious files to
the gateway device. On the other hand, we also evaluated
the economic loss of a household in the event the nanogrid
deployment has been compromised. We found that a nanogrid
owner in Hawaii can lose up to $46.8 a month in case her/his
deployment is compromised by an attacker.
While this research work is focused on a state-of-the
art standalone PV deployment, future work will assess
smarter environments where peer-to-peer energy management schemes are employed, and prosumers interact with
their neighbors (consumers or prosumers) for selling or buying electricity. Future work will also investigate software
updating mechanisms, with the intent of proposing a reliable
and secure software updating approach that targets PV-based
nanogrid deployments.
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