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Modern Cyber-Physical Systems

• Cyber Physical Systems (CPS)

– Cyber (Computer) + Physical (Plant) 

• Real-time

– Control physical process in real-time

• Safety-critical

– Can harm people/things

• Intelligent

– Can function autonomously
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Modern System-on-Chip (SoC)
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Core1 Core2 GPU Accel.

Memory Controller (MC)

Shared Cache

• Integrate multiple cores, GPU, accelerators

• Good performance, cost, size, weight, power

• But …

DRAM



Time Predictability and Safety
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• Many important hardware resources are shared

• Difficult to guarantee predictable timing

• A safety problem in CPS

Core1 Core2 GPU Accel.

Memory Controller (MC)

Shared Cache

DRAM



Timing Channels and Security

• Measurable timing differences in accessing shared
hardware resources can leak secret: a security problem
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https://meltdownattack.com/

https://meltdownattack.com/


Computing Infrastructure for CPS

• Predictable, secure, and high-performance computing
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Our Research

• Build safe and secure real-time computing 
infrastructure for the next generation of 
intelligent Cyber Physical Systems (CPS).
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Research Sponsors Equipment Sponsors

https://www.intel.com/
https://www.nvidia.com/
https://aws.amazon.com/
https://www.xilinx.com/


Our Approach
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Heterogeneous SoCHeterogeneous SoC

Operating SystemOperating System

Middleware/LanguageMiddleware/Language

Intelligent CPS ApplicationsIntelligent CPS Applications

• Holistic, cross-layer approach for safe and secure CPS



KU Fixed-wing UAV
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(*) Prasanth Vivekanandan, Gonzalo Garcia, Heechul Yun, Shawn Keshmiri. A Simplex Architecture for Intelligent and Safe Unmanned 
Aerial Vehicles. In RTCSA, IEEE, 2016. Best Student Paper Nominee

Safe and Intelligent UAV architectureSafe and Intelligent UAV architecture



DeepPicar

• End-to-end deep learning: pixels to steering

• Using identical DNN with NVIDIA’s DAVE-2
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More self-driving videos: https://photos.app.goo.gl/q40QFieD5iI9yXU42

Michael G. Bechtel, Elise McEllhiney, Minje Kim, Heechul Yun. “DeepPicar: A Low-cost Deep Neural Network-based Autonomous Car.”
In RTCSA, 2018. 

DNN based real-time control in embedded multicore CPUDNN based real-time control in embedded multicore CPU

DAVE-2

DeepPicarSame DNN

https://photos.app.goo.gl/q40QFieD5iI9yXU42
https://arxiv.org/abs/1604.07316


Cache Denial-of-Service Attacks

LLC

Core1Core1 Core2Core2 Core3Core3 Core4Core4

victim attackers

• Observed worst-case: >300X (times) slowdown

– On popular in-order multicore processors

– Due to contention in cache internal buffers

>300X
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M. G. Bechtel and H. Yun. “Denial-of-Service Attacks on Shared Cache in Multicore: Analysis and Prevention.”  In RTAS, 2019
Outstanding Paper Award

Found serious DoS attack vulnerability in COTS multicoreFound serious DoS attack vulnerability in COTS multicore



Effect of Cache DoS Attack
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https://youtu.be/Jm6KSDqlqiU
W. Ali, M. G. Bechtel and H. Yun. “Analyzable and Practical Real-Time Gang Scheduling on Multicore Using RT-Gang.”  In OSPERT, 2019

DRAM

LLC

Core1 Core2 Core3Core3 Core4Core4

DNN attacker

https://youtu.be/Jm6KSDqlqiU


RT-Gang

• One parallel real-time task---a gang---at a time
– Eliminate inter-task interference by construction

• Schedule best-effort tasks during slacks w/ throttling
– Improve utilization with bounded impacts on the RT tasks
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W. Ali and H. Yun. “RT-Gang: Real-Time Gang Scheduling Framework for Safety-Critical Systems.”  In RTAS, 2019

OS solution for predictable real-time computing on COTSOS solution for predictable real-time computing on COTS



Effect of RT-Gang
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https://youtu.be/pk0j063cUAs

W. Ali, M. G. Bechtel and H. Yun. “Analyzable and Practical Real-Time Gang Scheduling on Multicore Using RT-Gang.”  In OSPERT, 2019

DRAM

LLC

Core1 Core2 Core3Core3 Core4Core4

DNN attacker

https://youtu.be/pk0j063cUAs


Deterministic Memory

• Declare all or part of address space as deterministic memory

• DM-aware end-to-end resource management
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Application view (logical) System-level view (physical)
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Cache ways

F. Farshchi, P. K. Valsan, H. Yun. “Deterministic memory abstraction and supporting multicore system architecture.” In ECRTS, 2018

Data-centric cross-layer approach for real-timeData-centric cross-layer approach for real-time



SpectreGuard

• Step 1: Software tells 
OS what data is secret

• Step 2: OS updates the 
page table entries

• Step 3: Load of the 
secret data is identified 
by MMU

• Step 4: secret data 
forwarding is delayed
until safe

Hardware
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Memory 
System
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Binary Loader Virtual 
Memory
System
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Binary File
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Forwarding
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J. Fustos, F. Farshchi, H. Yun. “SpectreGuard: An Efficient Data-centric Defense Mechanism against Spectre Attacks..” In DAC, 2019

Data-centric cross-layer approach for securityData-centric cross-layer approach for security



SpectreRewind

• New covert channel for 
Spectre-like speculative 
execution attacks

• Exploit contention on non-
pipelined functional units

• Leak secret to past 
instructions, bypassing 
mitigation techniques

• High performance, low noise
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J. Fustos, M. Bechtel and H. Yun. “SpectreRewind: Leaking Secrets to Past Instructions.”  In ASHES, 2020

Discovered new speculative contention-based attacksDiscovered new speculative contention-based attacks



RISC-V + NVDLA SoC Platform

• Full-featured quad-core SoC with hardware 
DNN accelerator on Amazon FPGA cloud

– Run Linux, YOLO v3 object detection
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F. Farshchi, Q Huang, H. Yun. “Integrating NVIDIA Deep Learning Accelerator (NVDLA) with RISC-V SoC on FireSim.” In EMC^2, 2019

Open-source hardware for researchOpen-source hardware for research
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“
One of the best ways to get started is to dive right in 
with object detection using YOLOv3 on NVDLA with 
RISC-V and FireSim in the cloud.
…
git clone https://github.com/CSL-KU/firesim-nvdla
”

https://devblogs.nvidia.com/nvdla/

https://github.com/CSL-KU/firesim-nvdla
https://devblogs.nvidia.com/nvdla/


Bandwidth Regulation Unit (BRU)

• Regulate per-core/group memory bandwidth

– Drop-in addition to existing processor design
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F. Farshchi, Q. Huang, and H. Yun. BRU: Bandwidth Regulation Unit for Real-Time Multicore Processors, in RTAS, 2020. 

Real hardware-based resource control mechanismReal hardware-based resource control mechanism



Conclusion

• Intelligent cyber-physical systems need safe and 
secure computing infrastructure.

• Today’s computing infrastructure is inadequate 
for safe and secure CPS

• Our research develops fundamental computing 
infrastructure technologies to enable safe and 
secure computing for intelligent CPS
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http://www.ittc.ku.edu/~heechul/pub.html
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